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Introduction

Office 365 has grown up a lot since its debut as Microsoft Business Productivity Online Services
in April 2009. Over the past eight years, it's evolved into the premier online suite of business ser-
vices, enabling organizations as small as one-person and two-person stores to the largest mul-
tinational retailers, manufacturers, and professional services organizations to harness the power
of cloud scaling and availability. Office 365 provides services to more than 100 million monthly
subscribers in commercial and public sectors.

The service is evergreen—built around the ideas of continuous improvement and feature
release—to ensure that customers always receive the latest capabilities and enhance their ability
to be more agile and productive.

The Microsoft vision is for a cloud-enabled future, built on the capabilities of Office 365 and
Microsoft Azure. This book equips you with the knowledge you need to tackle the deployment
of one of the largest transformational products available as well as the insider tips that help you
avoid the mistakes that might slow you down.

Who this book is for

This book is written for IT professionals responsible for deploying, migrating to, and managing
some or all of an organization’s Office 365 environment. Office 365 isn't just a single application
or service; it's a suite of software-as-a-service tools that can touch every part of the business. As
such, you might only be responsible for a portion of it and share responsibility for planning and
administration with other individuals or teams.

For some people, Office 365 might seem like one more thing to learn, but in reality, if you've
been administering on-premises versions of Active Directory, Exchange, Microsoft SharePoint,
or Skype, you're already familiar with the concepts in Office 365. Office 365 is designed with a
myriad of hybrid capabilities so that you can go to the cloud on your own terms and build on
your existing knowledge of the corresponding on-premises systems. Microsoft believes that
Office 365 is an extension of your data center. The management patterns and practices you've
built for your on-premises environment can be updated and reused for Office 365, enabling
you to achieve quicker results.

Our goal with this book is to help you at any stage of your Office 365 journey—whether you're
a consultant looking for architecture and planning guidance or an IT administrator tasked with
deployment.

xvii



xviii  Introduction

Book features & conventions

This book uses special text and design conventions to make it easier for you to find the informa-
tion you need.

Text conventions

Here are some of the text conventions and formats you'll find in this book:

Abbreviated menu commands. For your convenience, this book uses abbreviated menu
commands. For example, “Click Tools | Track Changes | Highlight Changes” means that
you should click the Tools menu, point to Track Changes, and click the Highlight Changes
command.

Boldface type. Boldface type is used to indicate text that you enter or type.

Initial Capital Letters. The first letters of the names of menus, dialog boxes, dialog box ele-
ments, and commands are capitalized. Example: the Save As dialog box.

Italicized type. Italicized type indicates new terms.

Book Features

INSIDE OUT

These are the book’s signature tips. In these tips, you'll get the straight scoop on what'’s
going on with the software or service—inside information about why a feature works the
way it does. You'll also find field-tested advice and guidance as well as details that give you
the edge on deploying and managing like a pro.

TROUBLESHOOTING

The Troubleshooting sidebar highlights particular error conditions you might encounter
during the configuration or deployment of a feature or service. Frequently, you'll find
links to detailed articles, references to additional detailed error code information, or
specific workaround instructions.

READER AIDS

Reader Aids are exactly that—additional background information on a topic, factoids, or
non-essential details that provide a more rounded understanding of the topic.



Introduction  xix

Current Book Service

This book is part of our new Current Book Service, which provides content updates for major
technology changes and improvements related to programming Office 365. As significant
updates are made, sections of this book will be updated or new sections will be added to
address the changes. The updates will be delivered to you via a free Web Edition of this book,
which can be accessed with any Internet connection at MicrosoftPressStore.com.

Register this book at MicrosoftPressStore.com to receive access to the latest content as an
online Web Edition. If you bought this book through MicrosoftPressStore.com, you do not need
to register; this book and any updates are already in your account.

How to register your book

If you have not registered your book, follow these steps:
1. Go to www.MicrosoftPressStore.com/register.
2. Signinor create a new account.
3. Enterthe ISBN found on the copyright page of this book.
4. Answer the questions as proof of purchase.

5. The Web Edition will appear under the Digital Purchases tab on your Account page. Click
“Launch” to access your product.

Find out about updates

Sign up for the What's New newsletter at www.MicrosoftPressStore.com/newsletters to receive
an email alerting you of the changes each time this book’s Web Edition has been updated. The
email address you use to sign up for the newsletter must be the same email address used for
your MicrosoftPressStore.com account in order to receive the email alerts. If you choose not
to sign up, you can periodically check your account at MicrosoftPressStore.com to find out if
updates have been made to the Web Edition.

This book will receive periodic updates to address significant software changes for 12 to 18
months following first publication date. After the update period has ended, no more changes
will be made to the book, but the final update to the Web Edition will remain available in your
account at MicrosoftPressStore.com.

The Web Edition can be used on tablets that use current web browsers. Simply log into your
MicrosoftPressStore.com account and access the Web Edition from the Digital Purchases tab.

For more information about the Current Book Service, visit www.MicrosoftPressStore.com/CBS.
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Planning and deploying Office 365 is not a trivial task; a significant number of design decisions
require careful planning before any implementation should begin. These decisions range from
tenant naming to licensing plans, network and Active Directory readiness, mail routing, and
client and user impact. Each of these deployment milestones should be reviewed and the long-
term ramifications of each decision considered before proceeding to the next step, because
several of these milestones include irrevocable decisions.

Deciding on a tenant: What's in a name

One of the very first decisions you make when creating your Office 365 tenant is your tenant
name. In fact, you are prompted for this name during the first few pages of your initial Office
365 registration, and although that name prompt is accompanied by very little fanfare and
absolutely no warning that you are about to pass the point of no return, it is the first of many
deployment milestones that represent a critical decision that cannot be undone when setting
up Office 365.

The tenant name selection occurs on the User ID creation page, as shown in Figure 1-1, imme-
diately after you have selected your preferred Office 365 subscription type and you've supplied
your name, phone number, email address.
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Create your user ID

You need a user |D and password to sign in to your account
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username@Yourcompany.onmicrosoft.com

Figure 1-1 User ID creation page

The Yourcompany value provided in the User ID creation process becomes the tenant name
you use to set up your Office 365 subscription and is added to the front of the onmicrosoft.com

domain name suffix.

INSIDE OUT

onmicrosoft.com

All Office 365 and Microsoft Azure tenants end with the onmicrosoft.com name; this suffix
cannot be changed and is visible in any Office 365 URLs and cloud logons.

The selection process tells you whether the Yourcompany portion of the sign-in ID is already in
use. It won't allow you to proceed if it is not unique, as Figure 1-2 shows, but nothing indicates
that this will be your Office 365 tenant name.

Create your user ID

You need a user ID and password to sign in to your account.

dan.park @ | contoso onmicrosoft.com
Not available: contoso. Try a different name

dan.park@contoso.onmicrosoft.com

Figure 1-2 Selecting a tenant name that is not available

When you've successfully selected a user ID, a green check mark appears beside the ID. After
you click the Create My Account button, your tenant name is now permanently set for your
Office 365 subscription, as shown in Figure 1-3.


http://onmicrosoft.com
http://onmicrosoft.com
http://onmicrosoft.com
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Create your user ID

—
oc

/ ! = | ] + m
You need a user |D and password to sign n to your account E
_ <

dan.park @ | cohovineyard onmicrosof I
O

v dan.park@cohovineyard.onmicrosoft.com

Figure 1-3 Selecting a unique tenant name

As the new subscription process is completed in the background, your new name is set up
across the Office 365 tenant and appears in several locations.

INSIDE OUT

Tenant name

After you have selected a tenant name, it cannot be changed. Before creating your Office
365 tenant, discuss the ramifications of the tenant name with all the appropriate resources
(such as legal and marketing) in your company.

If you are planning any merger, acquisition, or divestiture (MAD) activity, ensure that the
tenant name would still be relevant after that activity has concluded.

Where to see your tenant name

When the tenant name selection is complete, each of the services in your Office 365 subscrip-
tion (Exchange, Microsoft SharePoint, Skype) is branded with the name you selected. As men-
tioned, this branding process is permanent, and the name will be visible in several locations,
both internal to the Office 365 service and your users and to external parties.

Exchange Online

Exchange Online uses your tenant name in the routing email address stamped on every mail-
enabled object you create.

The Exchange hybrid process, discussed in more detail in Chapter 13, “Office 365 Hybrid
Configuration Wizard," enables a recipient policy in your Exchange on-premises organiza-
tion that automatically creates an email address suffix of @tenantName.mail.onmicrosoft.com
for every mail-enabled object. This @tenantName.mail.onmicrosoft.com address is typically
referred to as the service routing address.


mailto:@tenantName.mail.onmicrosoft.com
mailto:@tenantName.mail.onmicrosoft.com
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This service routing address is optional and therefore might not appear on mail-enabled
objects when viewed in the Exchange Online global address list (GAL). In the Exchange Online
service, however, is another automatic email address assignment that is neither optional nor
changeable.
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As shown in Figure 1-4, Exchange Online automatically assigns an email address ending in @
tenantName.onmicrosoft.com to every mail-enabled object.

Ackerman, Pilar

Office Manager

E-mail addresses:

SIP:PilarAckerman@cohovineyard.us
smitp:finance@cohovineyard.us
SMTP:Pilar.Ackerman@cohovineyard.us
smtp:Pilarackerman@cohovineyard.mail.onmicrosoft.com
smitp:PilarAckerman@cohovineyard.us

smip:Pilarackerman@cohovineyard.onmicrosoft.com
X500:/o=CohoVineyard/ou=Exchange Administrative Group (FYDIBOHF235PDLT)/cn=Recipients/cn=1ab35d

Figure 1-4 The tenantName.onmicrosoft.com email address

The email address in the example is only visible to your internal users when viewing the contact
properties of another mail-enabled object. It is also important to note that this address does not
contain the word “mail," as in the service routing address mentioned earlier.

This additional onmicrosoft.com routing address is not visible outside of your organization, nor
is it present in the email header when sending messages to external recipients over the public
Internet.

INSIDE OUT

mail.onmicrosoft.com

The mail.onmicrosoft.com domain suffix is not added automatically to the tenant during
setup of Exchange Online. Instead, this domain suffix is added to every mail-enabled object
in on-premises Exchange through an email address policy added during the Exchange
hybrid setup.


mailto:@tenantName.onmicrosoft.com
mailto:@tenantName.onmicrosoft.com
http://tenantName.onmicrosoft.com
http://onmicrosoft.com
http://mail.onmicrosoft.com
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SharePoint Online

Out of all the services in Office 365, your tenant name appears most prominently in SharePoint
Online. It is visible in site content URLs internally as well as in the sharing URLs provided to
external parties.
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As Figure 1-5 shows, the tenant name is present in the URL for every external sharing request
sent by email.

Dan Park wants to share Winery Tour Schedule - Message - Mail

& Reply & Replyall —>Forward T Archive [if Delete U Set flag wes

o no-reply@sharepointonline.com

5/25/2017 1:33 PM

Dan Park wants to share Winery Tour Schedule
To: donna.shaw@cohowinery.us Cc: Dan Park

] Office 365

https://cohovineyard.sharepaint.com/ J

e aveuts 15 e A P
—tay P P
He”Of invitation=[0e532131-f729-4cbB
bb95-8ab7e2481e96}&listid =0c2d2dbf-
€2b3-4552-

bo4e-6161980404d9&itemid=3339684e-
Check out what Dan Parl dac4-4ee1-9¢83-7379eadbed1a
Click or tap to follow link.

Open Winery Tour Schedule

Figure 1-5 The tenant name visible in the URLs for SharePoint sharing requests

OneDrive for Business

Because Microsoft OneDrive is essentially part of the SharePoint Online service, and exists as an
extension of MySites in SharePoint, your tenant name appears in any OneDrive sharing URLs
sent by email to internal or external recipients. In addition, OneDrive content, viewed when
navigating between folders or stored files, displays the tenant name in the URL visible in the
address bar at the top of the browser, as Figure 1-6 shows.
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€ O @] httpsy//cohovineyard-my.sharepoint.compersonalidan_par cohovineyard fonmicrosoft.com/_layouts/15/c @ | Q search va & O =
0O OneDrive
§ 2 Search [ Open »» 12 Share @ Getlink + Download [i] Delete 55 Moveto  --- 1 selected X
5
Files
m
~ Files
5 (] T Name Mokfins Moded By fie Size
Recent
@ o Winery Tour Schedule.dock Dan Park 125M8 & Shared

Shared with me

Discover

Figure 1-6 The tenant name visible in OneDrive URLs

Skype for Business

The tenant name in Skype for Business is visible when viewing the meeting URL in meeting
requests sent by email. It is the Office 365 service that contains the least number of references
to your tenant name.

You can view the meeting URL by right-clicking or hovering over the Join Skype Meeting hyper-
link in email invites, as shown in Figure 1-7; it displays the tenant name.

You can find the same information by selecting any existing Skype for Business meeting
requests in your calendar and viewing the hyperlink for that meeting.

Te. Ackerman, Pilar
Subject Winery Tour Schedule Updates|
end
Location | Skype Meeting
Start ime | Sun 6/25/2017 o [12:00 aM - Al day event
End time = l12:00. M -
c.com/cohovineyard/dan

Click to follow link

- Join Skype Meeting

Trouble Joining? Try Skype Web App

Help

Figure 1-7 Viewing the tenant name in a Skype for Business sharing request
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Office Pro Plus

The tenant name is not visible when viewing the properties of the Office Pro Plus applications,
nor is it visible in any of the additional licensed Office suite applications such as Microsoft Visio
or Project.

CHAPTER 1

Office Online

Office Online applications automatically use OneDrive for Business as the default save location
for newly created documents, as shown in Figure 1-8. This is visible to your user in the browser
address bar, and if these documents are shared with external parties, the URL of the file will con-
tain the tenant name.

Dan Park

INSERT PAGE LAYOUT REVIEW IEW Y Tel mewhat do EDIT IN WORD

ArialiHeadings) - 24+ A 2 A E.Erorm = [ w ¥
nasbce  assbee  AABI

Paste ’ Hormal Nespating | Heading |

Figure 1-8 Tenant name visibility when using Office Online applications

Selecting your licenses

When setting up an Office 365 subscription, you select a license plan as part of the setup pro-
cess. This license plan can be a trial subscription, typically only valid for 30 days, after which you
must either start paying for that subscription or select another; or you can sign up and pay for
an annual subscription during the enrollment process and skip the free trial.

Selecting a trial subscription, as shown in Figure 1-9, enables you to start the tenant setup and
even begin syncing users and assigning them licenses so that they may begin testing the ser-
vice. After the trial subscription expires, you can choose to renew the licenses that you have
already chosen or add completely different licenses.
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(- > Oa https://products.office.com/en-us/business/office-365 enterprise-e3-business-software | I A Search

Office 365 Enterprise E3 Office 365 Enterprise ES Office 365 Enterprise K1
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Office 365 Enterprise E3

Move your business ahead with the latest Office, fully installed,
plus integrated collaboration services coupled with advanced

compliance features and full IT power.

Office 365 Enterprise E3 now includes the new Office 2016 apps
for your PC and Mac.

$2 O . OO user/month

annual commitment

Free trial

Figure 1-9 Selecting a free trial subscription for an Office 365 license plan

Four basic technologies are present in Office 365: Exchange, Skype, SharePoint, and Office Pro
Plus. These four technologies, along with the many other additional services available in Office
365, make the license selection process seem very complex.

Moreover, the plans are further divided into categories such as Small Business, Education,
Government, Nonprofit, and even Home Use.

It is not possible to outline all the combinations of plans available, because they are constantly
evolving; nor is it possible to provide a single answer as to the best possible plan.

It is important, however, for you to understand the most common plans and their fundamental
differences so you can make an informed decision.

Where should | start?

If you are planning to provide all, or most, of the core Office 365 features (email, conferenc-
ing, Office applications, SharePoint) to your users, then the first decision you need to make is
whether you should purchase Office 365 Business or Office 365 Enterprise.
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The easiest way to make this determination is to look at your user and mailbox count in your
on-premises environment. If you have fewer than 300 users, and you don’t plan to exceed that
number in the next one or two years, Office 365 Business might be the best option for you.

If you have, or will have, more than 300 users, consider Office 365 Enterprise to start.

CHAPTER 1

INSIDE OUT

Counting your users

Office 365 requires a license for shared mailboxes that exceed 50 GB in size, so be sure
to keep that in mind when adding up the cost of an Office 365 subscription or deciding
between Office 365 Business and Office 365 Enterprise.

When considering Office 365 Business plans, the best approach is to examine the features that
are not present, compared to the Office 365 Enterprise plans, to help you make the best deci-
sion about whether Office 365 Business is right for you.

Frequently, customers select Office 365 Business simply based on size and then soon discover
that despite their user count, they require several of the features included by default in an Office
365 Enterprise plan that are either not available in an Office 365 Business plan or available at an
added cost that makes the Enterprise plan a better value.

Office 365 Business plans

Office 365 Business plans, when compared to Office 365 Enterprise plans, have the following
key differences.

e Office 365 Business plans do not provide unified communications options such as public
switched telephone network (PSTN) conferencing or Cloud PBX.

e Office 365 Business plans include SharePoint Online Plan 1, which does not include enter-
prise search, Visio, or Excel services. Excel services should not be confused with the Excel
application. Excel services are a server technology in SharePoint that enables a user to
load, calculate, and display Microsoft Excel workbooks in SharePoint.

e Office 365 Business plans have a 50 GB mailbox storage limit, whereas Enterprise plans
have a 100 GB limit and, in most cases, unlimited archive mailboxes.

e Office 365 Business plans have no litigation hold capability for Exchange Online
mailboxes.
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INSIDE OUT

Plan 1versus Plan 2

Frequently, you see references to Plan 1 or Plan 2 for each of the major services (SharePoint,
Skype for Business, Exchange Online) in Office 365.
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Plan 1in Office 365 is equivalent to the standard edition of the same product in an on-
premises environment; Plan 2 is the equivalent of the enterprise edition.

If Office 365 Business is not right for your organization, based either on your size or on the fea-
tures that you require, several Office 365 Enterprise options are available.

Office 365 Enterprise plans

At the time of this writing, there are four Office 365 Enterprise plans to choose from: Enterprise
E1, E3, E5, and F1. Each plan adds additional features as well as additional costs for each user
license.

Office 365 Enterprise E1

The Office 365 Enterprise E1 license is the most basic of the Office 365 Enterprise plans. It con-
tains Exchange, SharePoint, Skype for Business, and OneDrive; however, it does not include
Office Pro Plus and has a limit of 50 GB on user and archive mailboxes. In addition, it does not
include Exchange Rights Management.

Office 365 Enterprise E3

The Office 365 Enterprise E3 license includes all the features of the E1 license and adds Exchange
Rights Management, Office Pro Plus, and the eDiscovery Center and allows for the addition of
paid Skype for Business add-ons such as PSTN calling and conferencing as well as Cloud PBX.
These additional paid Skype for Business features cannot be added to an E1 license.

The Enterprise E3 also increases the user mailbox limit from 50 GB to 100 GB and archive
mailboxes from 50 GB to unlimited, along with the addition of the Litigation and Legal Hold
features.

Office 365 Enterprise E5

The Office 365 Enterprise E5 license includes all the features of the E3 license and adds
Advanced eDiscovery, Customer Lockbox, PowerBI Pro, and Delve Analytics as well as the Skype
for Business PSTN Conferencing feature.
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Office 365 Enterprise F1

The Office 365 Enterprise F1 license, sometimes referred to as the Kiosk, Deskless, Firstline, or
Front-Line Worker license, is designed to enable users to use email, calendaring, instant mes-
saging, and other Office 365 web-based features without the need for a full-featured worksta-
tion. Office 365 Enterprise F1 licenses are targeted primarily at browser or phone use, without
the need for any application software to be installed.

CHAPTER 1

Office 365 Enterprise F1 licenses include a 2 GB limit on user mailboxes and support for con-
nectivity using most browsers, as well as ActiveSync connectivity for phones and POP for some
desktop clients.

F1license users are also provided with a 2 GB OneDrive for Business storage account (compared
to 1TB for all other Enterprise licenses) and a license to use the Office Online applications. Office
Pro Plus is not included in the Enterprise F1 license.

Additional Office 365 plans

In addition to the Business and Enterprise plans and the long list of additional (and constantly
increasing) add-on plans such as Visio, Project, PowerBI, Dynamics, PowerApps, Stream, Flow,
and Intune, a few other specialty plans, such as Nonprofit, Government, and Education, mirror
the Enterprise plans but with specific eligibility requirements.

Office 365 Nonprofit

The Office 365 Nonprofit plans include the same features as the corresponding Enterprise plans;
the only difference between them and the equivalent Enterprise plans is the price. Your organi-
zation must qualify for Nonprofit status to receive the discounted plan prices.

Office 365 Education

Like the Office 365 Nonprofit plans, Office 365 Education plans include the same features as
their corresponding Enterprise plans; however, Office 365 Education licenses are free to stu-
dents and teachers. Like Nonprofit plans, your organization must qualify to receive the plan.

Office 365 Government

The Office 365 Government plans are identical to their corresponding Enterprise plans; how-
ever, Office 365 Government plans have the following additional features and capabilities.

e Allservices comply with federal requirements for cloud services, including the Federal
Risk and Authorization Management Program (FedRamp), criminal justice, and federal tax
information systems.

e Office 365 Government complies with accreditations and certifications required for
United States public sector customers.
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e Office 365 Government content is logically separated from other customer content in the
commercial Office 365 environments.

e Office 365 Government customer content is stored in the United States only.

® Access to customer content is restricted to screened Microsoft personnel.
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Office Pro Plus

The final plan worth mentioning here is Office Pro Plus. Some of the core Business and
Enterprise plans listed previously do not include any Office Pro Plus licenses; as a result, an
Office Pro Plus plan should be added if those licenses are required, or the next level of Business
or Enterprise plan should be considered.

In many cases, the cost of the next tier plan that includes Office Pro Plus is less expensive than
buying a plan without Office Pro Plus and adding it separately.

It is also important to note that if your organization already owns Office product licenses
through a volume license or other agreement, you will use a different activation mechanism
for those volume license users than the users who have been assigned an Office 365 Pro Plus
license. Keep this in mind when upgrading workstation software, because reactivation and pos-
sibly reinstallation of Office might be required to activate them properly.

It is also recommended not to mix Office 365 Pro Plus licenses from the Business and Enterprise
plans; doing so might also cause reinstallation or reactivation issues because they use different
authentication mechanisms.

Viewing and adding subscriptions

Your current subscriptions can be viewed in the Office 365 Admin Center by selecting Billing
from the Admin menu and choosing Subscriptions, as shown in Figure 1-10.
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Office 365 Admin center

Users

Groups

Resources

Billing

Subscriptions

Figure 1-10 Viewing subscription and license information from the Office 365 portal

The subscription page displays each of your active subscriptions, and clicking a single subscrip-
tion, as shown in Figure 1-11, displays statistics about that subscription, such as cost per user per
year, total number of licenses owned and in use, and the expiration date for the subscription.

Admin center

Home > Subscriptions CohoVineyard
)
T~ Add subscriptions
jol
a ACTIVE .
G Office 365 Enterprise E3
Azure Active Directory Premium
¥l 240 00 10
= ) $240.00 useriyear Expires May 1, 2018
Office 365 Enterprise E3
Auta-renew
— Office 365 Enterprise ES Trial
. Licenses My bill Payment method oif 1=
O Total balanc 00 Credit card
Q 5 otal balance 50, d
5 VISA ***oveer7855
Z Add/Remove licenses
Assign to users Vigw my bill Ipdate payment detalls
L}

Figure 1-11 Viewing subscription information about a specific Office 365 plan

The subscription page enables you to switch plans if you decided to change all your users from
one plan to another. You can also purchase additional add-on plans, assign unused licenses to
your users, remove licenses, and update your payment method details.

CHAPTER 1
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Delegating access to your tenant

After you have created your tenant, selected at least one subscription, and started creating or
synchronizing users, you might find that you need to provide access to additional administra-
tors in your tenant.
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By default, the user account that was used to set up the tenant has the Global Administrator
privilege, which provides unrestricted access to all features of the tenant and underlying Azure
Active Directory. There are, however, several additional administrative roles in Office 365 that
enable you to delegate additional levels of permissions to the service without the need to grant
unrestricted access.

Currently, there are five pre-built administrative roles: Global Administrator, Billing
Administrator, User Management Administrator, Services Administrator, and Password
Administrator.

Global Administrator

The Global Administrator role has all rights in the Office 365 subscription. It is like the Domain
Administrator role in on-premises Active Directory and should be treated in the same manner.
The number of global administrators in your Office 365 tenant should be kept to a minimum
and their credentials protected. Like the Domain Administrator role, global administrators can
create any of the administrative roles, including another global administrator.

Billing Administrator

The Billing Administrator role can view service settings, manage billing and subscription ser-
vices, view company information, view service health, and manage support tickets.

In addition, users with the Billing Administrator privilege can view users, groups, and contacts in
the tenant; however, they cannot modify or delete them, nor can they assign licenses.

User Management Administrator

The User Management Administrator role member can view users, groups, and contacts in the
tenant as well as create and delete each of these object types. The user management adminis-
trator can also set user licenses and reset passwords.

User management administrators can also view service health as well as create and view sup-
port tickets.
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Services Administrator

The Services Administrator role member can access service settings and subscription services,
view company information and service health, and manage support tickets, but the role mem-
ber cannot modify subscription or billing detail.

CHAPTER 1

Users with the Services Administrator privilege can view users, groups, and contacts in the ten-
ant; however, they cannot modify or delete them or assign licenses or reset passwords.

Password Administrator

The Password Administrator role member can view service settings, manage billing and sub-
scription services, view company information, view service health, and manage support tickets.

Users with the Password Administrator privilege can view users, groups, and contacts in the ten-
ant; however, they cannot modify or delete them nor can they assign licenses.

The password administrator role is like the User Administrator role, except that it cannot create
users, groups, or contacts.

Administrative role summary

Table 1-1 provides an easy-to-read comparison of the five built-in administrator roles in Office
365 and the most commonly associated privileges. Each privilege is listed on the left, with any
role with that permission appearing on the right.

Table 1-1 Administrator roles

View users, groups, and contacts All roles

Create, edit, and delete users, groups, and User Management Administrator

contacts Global Administrator

View company information All roles

Edit company information Global Administrator

Assign licenses User Management Administrator
Global Administrator

Edit subscriptions and billing Billing Administrator
Global Administrator

Manage service tickets All roles

View service health All roles

Reset user passwords Password Administrator

User Management Administrator
Global Administrator
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View users, groups, and contacts All roles
Add, remove, and verify domains Global Administrator
Assign administrative roles Global Administrator
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Should you deploy hybrid?

When deploying Office 365, hybrid is one of the most common terms that you hear when dis-
cussing your Office 365 deployment options. In fact, the term “hybrid” is used not only when
discussing Exchange Online, but also SharePoint Online, Skype for Business, and even directory
synchronization.

Understanding what hybrid means will help you decide whether it is something you want to
configure, and you should make this decision typically before the installation and configuration
processes begin, because it drives additional infrastructure and setup tasks.

Exchange hybrid

When referring to Exchange, hybrid is a configuration methodology that provides for the seam-
less appearance and behavior of a single organization between on-premises Exchange and
Office 365. The Exchange hybrid mode offers near parity of features and experience between
Exchange Online and Exchange on-premises by enabling things such as cross-premises cal-
endaring and mailbox migrations and enabling administrators to manage both environments
from a single administrative interface. Figure 1-12 shows the most common features configured
when using Exchange Hybrid.

On-premises Exchange Org Office 365
Users, Groups, Contacts

Office 365 Directory % via AAD Connect ,

Synchronization
ﬁ Secure Mail Flow

Sharing (free/busy,
E B B @m ) MailTips, archive, etc.)

ﬁ ﬁ ﬁ ﬁ Mailbox Data via MRS

Existing Exchange
Exchange Hybrid

Fy

Figure 1-12 Exchange hybrid architecture overview



Should you deploy hybrid? 19

An Exchange hybrid configuration provides the following features.
e Enables delegated authentication between on-premises Exchange and Exchange Online

e Enables free/busy information sharing, calendar sharing, and message tracking

CHAPTER 1

® Enables administrators to manage both environments from a single Exchange Adminis-
trative Center (EAC)

e Allows for online mailbox moves
® Preserves the Microsoft Outlook profile and Offline Store (OST) file after mailbox move
e Uses the Exchange Mailbox Replication Service

e Enables authenticated and encrypted mail flow between on-premises Exchange and
Exchange Online

® Preserves Exchange mail headers during email transport between organizations
e Allows for a centralized transport to support compliance mail flow

Exchange hybrid mode requires an additional setup step to enable, which is explained in detail
in Chapter 13, as well as several deployment prerequisites prior to running the Exchange Hybrid
Configuration Wizard.

e Implementation of directory synchronization between on-premises and Office 365

e Exchange Autodiscover DNS records properly configured for each SMTP domain used in
the hybrid process

e A publicly trusted certificate from a third-party certification authority (CA)
e Additional TXT records in the public DNS for Exchange federation

e Additional firewall and network configurations

e Internet-facing Exchange 2013 (or later) CAS/MBX roles

e Active Directory Windows Server 2003 forest-functional level or later

e Exchange Web Services and Autodiscover published to the Internet and secured with a
public certificate

The Exchange hybrid configuration process is complex, and despite the Exchange Hybrid
Configuration Wizard, many pre-setup and post-setup tasks must be performed to achieve a
successful implementation.
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Refer to Chapter 13 for a detailed description and walk-through of the Exchange hybrid con-
figuration process.

SharePoint hybrid

Hybrid for SharePoint refers to a configuration by which organizational content is mixed
between SharePoint Online and on-premises SharePoint. Unlike Exchange hybrid, the
SharePoint hybrid configuration is much less complex, typically consisting of the two environ-
ments, with a reverse-proxy configuration that enables users to traverse links across the two
environments.
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There are three basic topologies when configuring SharePoint hybrid.

One-way outbound

The on-premises SharePoint farm connects one-way, outbound, to SharePoint Online, and
search is supported in this topology; see Figure 1-13.

On-premises Sharepoint Sharepoint Online
Users, Groups, Contacts
Office 365 Directory via AAD Connect ,
Synchronization

Sharepoint
Farm

Figure 1-13 SharePoint hybrid one-way outbound topology

One-way inbound

SharePoint Online connects to an on-premises SharePoint farm, one-way, inbound, by a reverse
proxy; search is supported in this topology. See Figure 1-14.
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Sharepoint Online
Users, Groups, Contacts P

via AAD Connect

CHAPTER 1

—
Reverse
Proxy

Figure 1-14 SharePoint hybrid one-way inbound topology

Two-way hybrid

SharePoint Online and the on-premises SharePoint farm are connected to one another, using
a reverse proxy; search and Business Connectivity Services (BCS) are both supported. See
Figure 1-15.

Sharepoint Online
Users, Groups, Contacts P

via AAD Connect

m m
—
Reverse
Proxy

Figure 1-15 SharePoint hybrid two-way inbound topology

SharePoint hybrid provides for a somewhat homogeneous user experience; however, there are
several limitations to SharePoint hybrid.

e There is no combined navigation experience between the two environments; book-
marked sites and links in one environment do not appear in the other.
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e Document templates, branding, and content type chaining are not shared across the two
environments; they must be maintained separately.

e Although search does work across the two environments, searches are done in two stages
(first one environment, then the other), and the results from each search are displayed in
separate result blocks.
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Please refer to Chapter 18, “SharePoint Online Hybrid,” for a detailed description and walk-thru
of the SharePoint hybrid configuration process.

Skype hybrid

Skype hybrid refers to a configuration in which on-premises Skype/Lync on-premises serv-

ers are connected to your Skype for Business Online environment, allowing for a split Session
Initiation Protocol (SIP) domain so a single SIP address can be shared across both environments,
and media connectivity is established between both environments, giving users the seamless
appearance and behavior of a single configuration.

In addition, the Skype hybrid configuration enables migration of data, such as for contact lists
and scheduled meetings, between the two environments.

The Skype hybrid configuration is less complex than Exchange hybrid but slightly more complex
than SharePoint hybrid. As shown in Figure 1-16, it consists of connectivity between on-premises
Lync edge servers and Skype for Business Online through the public Internet and requires addi-
tional configuration steps, which are explained in Chapter 16, “Deploying Skype for Business
Online”

On-premises Lync/Skype Skype for Business Online
Users, Groups, Contacts

Office 365 Directory % via AAD Connect ,

Synchronization
Data Migration
(contact lists, meetings)

Signaling via
Split SIP Domain

ﬁ ﬁ ﬁ ﬁ _ Media Connectivity (SRTP)

Existing
Lync
Servers LyncEdge
Servers

Figure 1-16 Skype for Business hybrid topology
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Each of the hybrid scenarios can create additional deployment tasks when implementing
Office 365. It is important to understand the benefits of each hybrid configuration and ensure
that you have identified whether these scenarios are needed or wanted before beginning your
Office 365 deployment, because each increases the cost of deployment as well as the project
timeline.

CHAPTER 1

Is your Exchange environment ready?

When beginning any Office 365 implementation that includes Exchange Online, it is important
to review your on-premises Microsoft Exchange environment to ensure that you meet the mini-
mum requirements for deployment and ascertain whether you have any configurations that
might require a change in your deployment strategy or additional pre-work.

These configurations include, but are not limited to, physical Exchange server infrastructure,
mail routing, spam and antivirus appliances, load balancers, proxy servers, network configura-
tions, and firewall rules.

Physical Exchange server infrastructure

When evaluating your physical Exchange on-premises infrastructure, begin by reviewing the
number of Exchange servers you have in your enterprise and each of their roles.

The Mailbox Replication Service (MRS), which is responsible for mailbox migrations to Office
365, acts as a proxy server for mailbox move requests on any existing (or additional) Exchange
servers you designate during the hybrid setup.

If your user mailboxes are distributed geographically in the enterprise, but your hybrid servers,
which proxy the move requests, are in another physical location across wide-area network links,
you will encounter additional latency during moves and increase the possibility of timeouts or
migration failures.

In some cases, depending on the distribution of mailboxes, it might be necessary to perform
two-stage migrations. The first stage would migrate the mailbox over the wide area to a mail-
box server closer to the hybrid MRS server, and the second stage would migrate the mailbox to
Exchange Online.

Depending on the geographic difference, this approach might make the process easier, despite
adding additional steps, because the net impact to the users would be mitigated. The migra-
tion, internally between servers, would enable you to move the mailbox without any user
downtime, based on the way that Exchange handles MRS moves in progress. The second step,
although noninvasive as well, would then be at a much lower risk for failure because the mail-
boxes are in the same data center or location as the hybrid server moving them to Office 365.
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Mail routing

The next important physical infrastructure component is the location of any Exchange cli-
ent access servers (CAS) that support mail exchange (MX) records and answer Autodiscover
requests for Outlook and other email clients.
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Depending on the intended mail routing and the complexity of your environment, it might be
necessary to add additional endpoints for mail routing, change the location of existing public-
facing endpoints, or even remove endpoints, depending on your users’ locations relative to
their mailboxes.

Also, it is important to note that you cannot put any additional mail transport appliances
between Exchange Online and the Exchange on-premises hub or transport servers used for
hybrid routing between on-premises and Office 365. Doing so strips the Exchange verbs used
in message headers. If an additional mail transport is required, be prepared to install Exchange
edge servers.

Mailboxes

Physical infrastructure aside, the next item to consider, which relates to both migration time and
licensing, is your mailboxes. The number of mailboxes in your environment has a direct impact
on the project timeline because the quantities of mailboxes and their sizes affect migration time
as well as batch size limitations during migration windows.

Furthermore, you must remove any large attachments that exceed the attachment limit (150 MB
when using MRS moves) from mailboxes, or the migration of the mailbox will fail. There is an
option to skip large items; however, the offending messages will then be automatically removed
from the mailbox during migration.

Large items

The identification of large items is typically a task that must be either assigned to your users by
asking them to create Outlook views to identify large items, or done with Windows PowerShell
or other utilities to create reports that then require additional action on the part of your users
to remove or archive them. These tasks all require lead-time and user interaction, lengthening
your migration project timeline.

Finally, when identifying mailboxes in your environment, it is recommended to sort mailboxes
by type. Not only will this help with calculating the total number of licenses required—User and
Shared mailboxes (over 50MB) require a license, Room and Equipment mailboxes do not—but it
will help provide a better understanding of how many mailboxes of each type exist in your envi-
ronment. You need this information when creating migration batches, because it is customary
to move groups of users and their resource mailboxes together.
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Recipient types

One additional step that should be included when reviewing mailboxes is a review of each
mailbox's recipient type compared to the intended purpose of the mailbox. In past versions of
Exchange, there were no Room and Equipment-type mailboxes, so it was common practice to
create User mailboxes and simply delegate access differently.
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Mailboxes in this state will not cause issues in on-premises Exchange; however, after they are
migrated to Exchange Online, licensing requirements apply. If a mailbox that is considered a
room or resource, based simply on its name or historical use, is not converted to a Room mail-
box and instead remains a User mailbox, it will be deleted if it is not licensed within 30 days after
that mailbox has been migrated to Office 365.

Proxy addresses and domains

Many Exchange environments evolve over time, so there are likely email domains that have
either been acquired, and subsequently decommissioned, or relegated to a secondary address.
There might also be domains that were purchased as part of special projects or divestiture
efforts.

The migration to Office 365 requires a housecleaning of sorts to ensure that the only email
domains that remain are valid and supported domains in your enterprise.

When migrating to Office 365, your users are synchronized to Azure AD, and any mail-enabled
or mailbox-enabled objects (users, resources, groups) are created as mail-enabled objects in
Exchange Online.

During this initial synchronization, and while the source mailbox remains in on-premises
Exchange, Office 365 does not care whether the email addresses on the object are valid. In

fact, many customers don't realize, until their very first pilot mailbox migrations, that they have
invalid email domains configured for their users. This is because Exchange Online allows a mail-
enabled user object to be created in Exchange Online because it is there simply to allow for mail
flow and a complete global address list experience, with non-routable email domain suffixes

in the proxy addresses array. However, the object will not be converted to a mailbox, a step

that occurs during the mailbox migration, unless all the email addresses of the user are valid
domains registered in Office 365.

For this reason, it is recommended that reports of all mail-enabled objects and their email
addresses be generated prior to starting mailbox moves. You might find that you have a great
deal of cleanup to do in Exchange before you can start migration of mailboxes.

Along with the cleanup of email addresses, it is also recommended that you review any email
addressing policies (EAPs) in Exchange to ensure that older or unused domains are not still
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being automatically assigned to newly mail-enabled or mailbox-enabled objects in your
Exchange organization.

INSIDE OUT

Other email address types
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Although they will not prevent the migration of mailboxes, email addresses that begin with
prefixes such as NOTES:, RFAX:, and X400: are not synchronized to Exchange Online and will
not exist on mailboxes in Exchange Online.

One final note about mailboxes and migrations is that delegation of access between mailboxes
does not work across the on-premises and cloud environments; so although any permissions
that already existed prior to migration are retained, any new delegation can occur only if both
the mailbox and the delegate exist in the same environment.

This means that when planning mailbox migration batches, it is advisable to identify any shared
or delegated mailboxes within teams and departments in your organization and make sure that
those mailboxes are moved to Exchange Online during the same migration batches to avoid
any confusion or loss of functionality.

Public folders

The next item in your on-premises Exchange infrastructure that warrants careful review is public
folders. If you have no public folders in your organization, or if you are only using public folders
for free or busy data in support of older Outlook clients, you can rest easy.

If, however, you have public folders, and you require public folder data to be migrated to Office
365, you will want to learn about your options for coexistence and migration of public folder
data, including mail-enabled public folders, discussed in Chapter 13.

Load balancers, network configurations, proxy servers, and
firewall rules

Finally, review the network configurations related to your Exchange environment.

Server placement

The hybrid servers that support the MRS role should be located as close to the public Internet
as possible, directly exposed if possible, to ensure that network connectivity, latency, or other
network devices (such as stateful packet inspection applications) do not interfere with mailbox
moves.
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In fact, it is often recommended, based on the distribution of mailboxes as compared to hybrid
servers, that you configure multiple MRS endpoints in an enterprise to enable more efficient
migration of mailboxes, particularly in environments that are geographically dispersed.

Load balancers

CHAPTER 1

The placement of hybrid servers supporting MRS moves behind load balancers is also an item
that you should review carefully. Some load balancers might be configured to ignore or enforce
sticky state as well as change header behavior, which might affect the speed at which mailbox
migrations occur. Talk with your load balancer vendor and ensure that they support load-bal-
ancing Exchange hybrid servers that are used to perform MRS mailbox migrations.

Network configurations

Next, review the end-to-end network configuration of your Exchange servers relative to one
another and to Active Directory. If you are adding new Exchange servers to perform hybrid roles
instead of using existing Exchange servers, make sure those hybrid servers are not separated
from the rest of your Exchange infrastructure, or even from Active Directory domain controller
connectivity, by firewalls or network devices that might otherwise limit or block traffic.

Although it is not possible to identify every device that might cause problems in your environ-
ment simply by looking at a network map or reviewing server roles, these exercises will help
you become more familiar with your environment so that you understand which configurations
might require change to accomplish mailbox migrations to Exchange Online.

Proxy servers

Proxy servers, although not directly related to Exchange Online or Office 365 roles, are equally
important. Before any mailboxes can be migrated to Exchange Online, your tenant directory
must be fully populated by the directory synchronization tool.

Proxy servers, particularly authenticated proxies, cause issues with the synchronization of identi-
ties to your tenant. Authenticated proxies are not supported for use with the Azure AD Connect
synchronization tool and should therefore either bypass the proxy configurations or change
them to use non-authenticated proxy servers.

TROUBLESHOOTING

Mailbox moves in your network

If your network configuration is complex, or if you are unsure of whether any network
devices or their configurations might cause issues, be prepared to deploy at least one
hybrid server with a direct network address translation (NAT) from the Internet through
your firewall for testing purposes.
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Presenting a hybrid server directly to the Internet enables you to prove or disprove that
network configurations are affecting either connectivity or mailbox migration perfor-
mance issues.

As you can see from these lists, a large number of items should be carefully reviewed when
discussing the placement of infrastructure in your organization that will be used for mailbox
migrations.
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In some cases, your environment can support migration to Office 365 with minimal effort.
However, if your environment does require changes to network routing, firewall, or load bal-
ancers, or even the deployment of new servers, include these activities in the project timeline.
They will increase migration time and possibly drive the need for upgrades to other supporting
technologies.

INSIDE OUT

Planning your deployment

Plan time in your deployment schedule to review network and server configuration items
with the appropriate teams in your organization and get them involved in Office 365 plan-
ning meetings early.

The best way to ensure success is to involve everyone responsible for your infrastructure.

Is your directory ready?

After you have had an opportunity to review your Exchange infrastructure, you must perform
similar activities in your on-premises Active Directory environment.

Your Active Directory environment affects not only Exchange but all the services available in
Office 365 because, in most environments, your Active Directory identities are synchronized to
Azure and form the foundation of all Office 365 use cases.

User readiness

Unless your users are all cloud users, explained in more detail in Chapter 3, “Federation Services
and Authentication,” you must synchronize your Active Directory to Azure so that your users
can log on to Azure to consume Office 365 services.

When synchronizing your users to Azure, many of the attribute values must be unique and meet
certain requirements before they synchronize successfully. Many times, invalid character values
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in key attributes, or duplication of values between users that must be unique, create synchroni-
zation errors that must be resolved before the object will exist in Azure.

INSIDE OUT

Checking your directory

Microsoft provides a free tool, called IDFix (http://aka.ms/idfix), that can be run against
your on-premises environment and generate a report of all known error conditions present
in your directory.

The IDFix tool is not multi-forest-aware, so you must run it against each Active Directory
forest and combine the results to provide a complete list of remediation activities.

UserPrincipalName

Because the UserPrincipalName attribute in Active Directory is primarily used for the user logon
name in Office 365, it must meet several requirements before it can synchronize to Azure.

® The value must be unique in your environment. Two users cannot share the same User-
PrincipalName value if this attribute is configured as your logon name, even in multi-
forest scenarios.

e The value must not contain any spaces.
® The value must not contain any special characters.

e The value must be in the format of prefix@suffix.xyz. Failure to create a UserPrincipal-
Name value in this format prevents a user from synchronizing properly to Office 365.

e A routable email domain suffix (the portion after the @ symbol) must be used.
® The UserPrincipalName cannot begin with the @ symbol.

® The UserPrincipalName cannot end with a period (.), an ampersand (&), a space, or the @
symbol.

e The value must not exceed 79 characters, 30 characters on the left side of the @ symbol
and 48 characters on the right side.

o The ampersand (&) character, when present in the value, is replaced by an underscore ().

CHAPTER 1
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INSIDE OUT

UserPrincipalName in older applications

Many times, organizations are required to make changes to some or all UserPrincipal-
Name values in on-premises Active Directory to comply with Office 365 requirements for
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synchronization.

You should ensure that no older applications in your environment use the UserPrincipal-
Name value before changing any values.

MailNickname

The MailNickname attribute, much like the UserPrincipalName attribute, must also meet several
requirements.

e The value must not exceed 64 characters.

e The value cannot contain a space.

e The value cannot contain special characters.

e The value must be unique in each on-premises Exchange organization.

It is important to note that Exchange manages the MailNickname value. If Exchange is the only
mechanism allowed to create or modify the MailNickname value, the value will never violate
any of the previously mentioned conditions. If, however, Windows PowerShell scripts or third-
party applications set the value programmatically, review the values to ensure uniqueness.

In a multi-forest environment in which more than one Exchange organization exists, it is nec-
essary to compare the two environments programmatically. Neither the IDFix application nor
Exchange can evaluate both environments when searching for uniqueness across them.

SamAccountName

The SamAccountName attribute in Active Directory is as important as the UserPrincipalName
attribute and therefore must also meet several requirements for a user to be synchronized to
Azure.

e The value must not exceed 20 characters.
e The value cannot contain any special characters.

e |f the SamAccountName value is invalid, but UserPrincipalName is properly formatted,
the user account will successfully synchronize to Azure.
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e If both the SamAccountName and UserPrincipalName values are invalid, the user account
will not synchronize.

Invalid characters

In each of the preceding lists, unless specified otherwise, invalid characters include the
following.
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e {and} (curly brackets)

e (and) (parentheses)

e [and] (square brackets)
e < and > (angle brackets)
e \and/ (left or right slash)
e Comma(,)

e Apostrophe ()

e Equalssign (=)

e Pound or hashtag (#)

® Ampersand (&)

e Dollar ($)

® Percentile (%)

® Asterisk (*)

Forests and domains

When evaluating your Active Directory, take care to review all Active Directory forests as well
as any subdomains within each. This is particularly important because it could reduce the total
number of objects that you must synchronize to Azure and possibly the synchronization server
configuration by reducing the number of objects in the database and potential rules applied to
those objects.

The Azure AD Connect synchronization engine can be configured during the installation pro-
cess and afterward, so that only specific forests, domains, and their organizational units (OUs)
are synced to Azure. Understanding your directory structure, where objects are within it, and
what types of objects are synchronized to Azure enables you to prepare your environment bet-
ter for synchronization to Office 365.
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Forests

In some environments, it might be necessary to synchronize one or more Active Directory for-
ests to your Office 365 tenant, perhaps because you have users in several forests or because you
have a split resource model, and mailboxes exist in one forest, but the users exist in another.
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In either case, it is not only important to review objects and their attributes to ensure unique-
ness, it is also important to understand whether some or even all domains in the forest must be
synchronized.

If you have a forest with multiple subdomains, review each domain. In some cases, an empty
forest root domain contains either no objects or only administrative objects or accounts. Unless
these accounts should be synchronized to Azure, the forest root can be removed from the scope
of the synchronization.

Similarly, when reviewing each forest, ensure that the forest contains users, groups, contacts,
or devices that should be synchronized to Office 365. If the domain lacks any of these required
object types, cancel the selection of the domain during the installation of the sync tool.

Domains

Finally, when reviewing domains and OUs in your directory, note the locations of the user,
group, contact, and devices. In some organizational unit hierarchies, depending on how your
Active Directory was architected, you might find that all users, groups, contacts, and devices
exist in OUs specifically designed for each object type.

In cases like this, you can minimize the scope of synchronization simply by selecting the OUs
containing only these objects and canceling the selection of all others, as Figure 1-17 shows.

If, however, your OUs are separated either geographically or by business unit, team, or func-
tion, you might find that you need to select organizational units in which objects of all types
are kept together and might contain things like servers and computers (which do not synchro-
nize to Azure) but need to be read and evaluated by the synchronization engine, as shown in
Figure 1-18.
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Domain and OU filtering
DifECtOF)filcohovineyard.corp i'| 0

O sync all domains and OUs
® Sync selected domains and OUs

4 cohovineyard.corp

b [ Builtin
> O Computers
b [ Domain Controllers
4 Enterprise
> [ Admin Accounts
4 Contacts
P Devices
b Groups
b [ servers
b Users
> [ workstations
p O ForeignSecurityPrincipals

Figure 1-17 Selectively choosing OUs that contain desired object types

Domain and OU filtering
D"feCtOFyi|cohovineyard.corp |'| o

O sync all domains and OUs
® Sync selected domains and OUs
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4 Marketing
b Sales
4 Belgium
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4 Caracas
b IT
p Sales

Figure 1-18 Choosing OUs organized by location or function that contain all object types
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Stale or disabled users and empty groups

2 Another area that should be reviewed prior to synchronization to Azure is groups and user
% accounts that might be stale, unused, or disabled. These objects add to the total object count
~ synchronized to your tenant and increase synchronization time as well as overall clutter in your
f Office 365 tenant.

Stale users

Stale users are defined as unused user accounts that are still valid in Active Directory for an
extended period without a current last logon attempt. Depending on your company’s require-
ments or legal requirements based on your industry, you might need to retain user accounts for
departed users for an extended period; however, few companies review the last logon date for
all user accounts and quarantine or review accounts that are out of date. At best, these accounts
represent unnecessary data and, at worst, a security risk. It is therefore recommended that you
identify stale accounts prior to starting synchronization to Office 365.

Although synchronization of user accounts does not automatically consume licenses, if there
are accounts that have not been used in long periods (90 to 180 days), it is recommended that
they not be synchronized to your Office 365 tenant to minimize risk to security. If known stale
accounts are synchronized to Office 365, take care not to delegate any administrative privilege
to those accounts.

Understandably, some users on leave might require their accounts to remain active; however,

if an account is pending deletion, or is simply in a held state, it is recommended to move these
accounts to OUs that are not within the scope of the synchronization solution and therefore not
synchronized to Office 365.

Disabled users

Disabled users are like stale users, except that they are security principals that are known to be
invalid and should not be used. Therefore, disabled users should not be synchronized to Office
365. Like stale users, they should be moved to OUs that are not within the scope of the sync.

Unused or empty groups

It is recommended that you review your company’s groups, security and distribution alike, prior
to synchronization to Office 365. Although unused groups do not represent a security threat,
they do increase the object count synchronized to your tenant; this results in longer synchroni-
zation times as well as a larger synchronization server database.

Evaluate distribution groups to ensure that they are still relevant and their membership is up
to date. One of the best methods for auditing and evaluating groups and their validity is to
have their owners recertify both the group and the membership. Often, groups are created,
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especially if users can create their own groups, and then forgotten when the project or event
has ended. Requiring recertification of distribution groups is a great way to keep groups and
their membership current and accurate.

Unused groups, when referring to security groups, means that the resource to which the group
was delegated access is no longer valid. Security groups, like distribution groups, should be
recertified and maintained regularly.

CHAPTER 1
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Unused security groups

Unused distribution and security groups add to the object counts, synchronization database
size, synchronization size, and overall clutter in your tenant.

More important, however, is that unused security groups also mean that the Kerberos token
size for your users is unnecessarily large, because each security group membership counts
toward the Kerberos token for a user, and excessively large Kerberos tokens can cause other
access issues.

Are your users ready?

Whereas most of this chapter has been focused on the major deployment milestones and tech-
nical preparation of things like Exchange servers, network devices, firewalls, servers, and Active
Directory, one of the most important steps in the move to Office 365 is user readiness—not only
the user’s workstation and Office software but the users themselves.

A successful implementation of Office 365 includes user communication and setting clear
expectations of the process, timing, and even the possible issues that might occur. It is impor-
tant for your users to understand how the process works, how their logons might change, what
types of problems to expect, and when each step in the process is happening.

Although these might all sound like common activities, some customers have overlooked
the value of this level of detail and experienced a deployment that was longer than originally
planned.

UPN versus email address

Typically, users are accustomed to logging on to their workstation by using the standard
domain\user name format, shown in Figure 1-19.
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Enter your credentials
These credentials will be uied to connect to
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' Use another account

Figure 1-19 Sign-in using the domain name\user name format

Office 365 sign-in prompts are very similar; however, instead of expecting the Active Directory
domain and the user’s SamAccountName shown in the preceding figure, they expect the user’s
UserPrincipalName, as shown in Figure 1-20.

] Office

Work or school account

[ Keep me signed in

Figure 1-20 Sign-in using the UserPrincipalName format of someone@example.com

The UserPrincipalName value, despite being formatted like the user’s email address, is a sepa-
rate attribute altogether and therefore might be confusing to your users if your environment is
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configured to use Altld (covered in more detail in Chapter 3) or if your users have multiple email
addresses that they use frequently for email communication.

It is therefore important to educate your users about the UserPrincipalName value in how it is
the same as or different from their primary email address. They should also be instructed to use
the UserPrincipalName whenever they are prompted for credentials, especially after you have
deployed Office Pro Plus and started sharing OneDrive and SharePoint content.

Multi-forest environments

Frequently, organizations with a complex architecture that consists of more than one Active
Directory forest choose to use the migration to Office 365 as an opportunity to consolidate
their directories. The migration of mailboxes to Office 365 enables the elimination of on-prem-
ises Exchange infrastructure; in a multi-forest scenario where Exchange is separated from user
accounts in a resource forest, you might also need to migrate user workstations as the resource
forest is decommissioned.

If user workstations are migrated between forests during an Office 365 migration, it is impor-
tant to communicate to your users that they might need to change the account they use to
log on to their workstation, and they might receive additional logon prompts when launching
Outlook.

Office versions

Depending on the version of Office installed on your users’ workstations, you might have to
upgrade to a newer version before the client can successfully connect to Office 365 because of
the way Outlook authenticates to the Exchange Online environment.

In versions prior to the Outlook 2010 SP2 April 15, 2014, update, the client used an authentica-
tion method that is not compatible with Exchange Online. It is therefore imperative for your
users to be running the most current version of Outlook possible, and if they are running
Outlook 2010, it must be SP2 with the April 15, 2014, update.

One option to help with this issue is to enable Office Pro Plus licenses for your users prior to
beginning migration of any Office 365 workloads and instructing your users to use their Office
365 logon to log on to the service and download the latest version of the Office products,
including Outlook, prior to any mailbox migrations.

This approach enables you to acclimatize your users to the Office 365 portal experience as well
as ensure that their mailbox migration does not encounter client issues that might make the
experience lengthy or unpleasant.

CHAPTER 1
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Updating

One common problem when migrating users to Office 365, if they cannot upgrade to the latest
version of Outlook, is confirming that the latest Microsoft operating system updates (including
Office updates) have been applied.
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Updating workstations is strongly recommended for many reasons, security included; and it is
recommended that the updates be tested, approved, and deployed far in advance of the first
mailbox moves.

Delegation is the primary reason that you want to make sure Outlook updates are in place
before any mailboxes move. If a user migrates to Exchange Online, but their delegate does
not, and the delegate does not have a compliant version of Outlook or the latest updates, the
migrated mailbox will be inaccessible while the delegate’s mailbox remains on-premises.

INSIDE OUT

Updates

When using automated updating mechanisms such as the Windows Software Update Ser-
vice (WSUS), make sure that the necessary updates are approved.

Frequently, administrators claim that all updates have been applied; however, they are refer-
ring to the approved updates and not necessarily all updates.

When managing updates, ensure that any Office or Outlook updates are included in the
approval process.

Mailbox cleanup

Earlier, this chapter discussed large items and their impact on mail migrations and the likelihood
of data loss if they are not addressed. Another item that you can communicate to your users in
advance of mailbox migrations is the identification and remediation of large items.

Ask your users to sort their mailbox, including subfolders and archives, and identify all messages
with large attachments. Outlook folders can easily be sorted using message size by selecting the
Size column in Outlook, as shown in Figure 1-21.
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All Unread Search Covek Wt ToTIE
X[ (3]0 |rrOM SUBJECT RECEIVED SIZE
| 4 Size: Vary Large (5 MB - 10 MB) -
i Chris Ashton Winery and Vineyard schedules for FY17 Fri 6/30/2017 1:32 PM §MB o
4 Size: Large (1 - 5 MB) Ll
i Chris Astton Miscellaneous Documentation Fri 6/30/2017 1:38 PM iMe =
b Chris Ashton Misc schedule Fri 6/30/2017 1:36 PM 2Me o
4 Size: Medium (25 KB - 1 MB) <
i Chris Ashton Latest delivary schedules Fri 6/30/2017 1:32 PM 179 k8 T
I chris Ashton Rostar Fri 6/30/2017 1:37 PM 139 KB (@)
i Chris Ashton Vineyard Euont Flyer Fri 6/20/2017 1:39 PM 118 k8
4 Size: Small (10 - 25 KB)
i Chris Ashton Winery event flyer Fri 6/20/2017 1:38 PM 21 K8
Chris Ashton Please clean out the break room before EOD - Haliday Weekend Fri 6/30/2017 1:30 PM 18K
Chris Ashton Team outing this weekend - late notics! Fri 6/30/2017 1:20 PM 18KB
Chris Ashton Tired of getting emails fram ma yot? Fri 6/30/2017 1:39 PM 17K8
Chris Ashton Walcome to the team Fri 6/30/2017 1:20 PM 17K8
Chris Ashton Cafe closures next week Fri 6/30/2017 1:30 PM 17K8

Figure 1-21 Outlook Inbox sorted by message size

After the mailbox has been sorted, users can delete any large items they do not wish to keep in
their mailbox. Alternatively, it is possible to right-click an email containing a large attachment,
choose the attachment, and select Remove Attachment. As shown in Figure 1-22, the user is
then prompted to remove the item. After removing the attachment, they are prompted to save
the update to the email.

Fri 6/30/20 131 PM
Chris Ashton <Chris.Ashton@cohovineyard.onmicrosoft.com>
Latest delivery schedules

To Ackerman, Pilar

Message

Quick Print

&
G

Save As

o

Save All Attachments..

Remoye Attachment

x

Copy

Ef Select All

Figure 1-22 Removing an attachment from an Outlook email

Removing any large attachments but leaving the email intact enables your users to maintain
their email history without adding excessive bloat to their mailbox. In fact, if your users are
licensed for SharePoint Online, they could then save the attachments to a SharePoint team site
(or OneDrive) before the emails are removed from the mailbox so the attachment is not lost.
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Scheduling

If your Exchange environment is version 2010 or later and you have Exchange Hybrid mode set
up to allow MRS mailbox moves, your users can continue to work while their mail is migrated. In
fact, if mailbox migration batches are configured in Suspend When Ready To Complete (SWRC)
mode, mailbox data migration might occur over several days, with a final cutover of the mailbox
to Office 365 after hours or over a weekend.
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The MRS mailbox move process enables you to move user mailboxes in large batches during the
business day without any impact on your users, with the final cutover step happening at a more
convenient time for your administrators. When the final cutover step occurs, your users receive
a pop-up dialog box in Outlook, shown in Figure 1-23, prompting them to close and reopen
Outlook. This is the only impact on your users as part of the migration process.

Microsoft Outlook

‘ v \ The Microsoft Exchange administrator has made a change that requires
you quit and restart Outlook.

OK

Figure 1-23 Pop-up dialog box received when Office 365 mailbox migration has completed

The global address list

After your users have migrated to Office 365, one of the first things that might look different to
them is the global address list (GAL).

While their mailbox was on-premises, the global address list consisted of all mail-enabled user,
group, resource, and contact objects present in Active Directory. After a user has been migrated
to Office 365, however, their global address list comprises all mail-enabled user, group, resource,
and contact objects present in Azure.

As part of the initial configuration of your Office 365 tenant, you implement directory synchro-
nization, which is discussed in detail in later chapters; however, it is important to understand
that decisions made during the synchronization tool implementation have a direct impact on
the contents of the global address list. Failure to include the correct OUs from Active Directory,
or the manual creation of cloud-based users, groups, and contacts, results in either too few or
too many objects in your Exchange Online GAL.
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It is therefore strongly recommended that you create pilot groups for mailbox migrations so
that users can review the Exchange Online GAL and provide feedback about it when compared
with the on-premises GAL before you start moving your users in bulk to Office 365.

Replying to old emails

After your users’ mailboxes have been migrated to Office 365, and the global address list has
been confirmed to be accurate, the appearance and behavior of the Exchange Online experi-
ence should be identical to that of the on-premises Exchange experience. In fact, some custom-
ers have actually reported that their users had no idea they had been migrated to Office 365
because the experience was identical.

One of the most common issues following migration to Office 365 is the occasional receipt of
non-delivery errors when replying to some old emails or calendar appointments. Although this
does not happen frequently, it can become quite an annoyance for users who do experience the
issue.

This typically occurs because an x500 address is missing from the proxy addresses list for

the correct recipient in Exchange Online. The x500 address, which should contain the
LegacyExchangeDN value of the mailbox that should receive the email, is absent, and Exchange
Online is unable to deliver the message, as shown in Figure 1-24.

From: Microsoft Outlook

sent: Friday, April 30, 2017 8:54 AM

To: Ackerman, Pilar

Subject: Undeliverable: Vineyard renovations in FY18

Delivery has failed to these recipients or groups:

Ashton, Chris
The e-mail address you entered couldn't be found. Please check the recipient's e-mail address and try to resend the message. If the problem continues, please contact your helpdesk.

Diagnostic information for administrators:
Generating server: SATLADMDLHTS10.mail.edge.coho.corp

2K+ 20Users_cn=chris.ashton@cohovineyard. s

Figure 1-24 A non-delivery report that includes the IMCEAEX error

The Synchronization process typically handles synchronization of LegacyExchangeDN values
from on-premises Active Directory for all mail-enabled objects to Azure AD. Sometimes, how-
ever, there are issues with missing LegacyExchangeDN values because of direct manipulation
of the attribute. In those cases, the easiest way to resolve any non-delivery report (NDR) issues
related to LegacyExchangeDN is to populate the on-premises object with the missing x500
address and allow it to synchronize to Office 365 automatically. Subsequent emails then deliver
successfully.

CHAPTER 1
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TROUBLESHOOTING

IMCEAEX non-delivery reports

You can find the process for converting the IMCEAEX non-delivery report address to an
x500 address at https://aka.ms/imceaex.
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Syncing your users and moving services

After you have successfully reviewed your infrastructure and identified any upgrades, new serv-
ers, or configuration changes, you are almost ready to start synchronizing your users and mov-
ing your services to Office 365.

There might still be a long road ahead, especially if you are planning to implement any hybrid
configurations in Exchange, SharePoint, or Skype; however, the insights provided in this chapter
should give you sufficient information to get started with each of those tasks. In addition, each
of the major milestone activities (synchronization, hybrid, and mailbox migrations) is described
in later chapters in great detail.

For the moment, however, read on. You've learned about preparing for Office 365 migration;
now it's time to learn the deployment and configuration processes.


https://aka.ms/imceaex
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CHAPTER 2

The previous chapter outlined each of the high-level tasks involved in an Office 365 deploy-
ment; in this chapter, you use your understanding of those tasks to start the setup of your Office
365 subscription, assign administrators, configure your network, fix up your directory, update
and install client software, and start synchronizing your users to your tenant. After these tasks
are complete, you can start using your Office 365 subscription and migrating your users.

Setting up your subscription

If you have not already set up your Office 365 subscription, this is the best place to start. As
discussed in Chapter 1, "Office 365 Deployment Milestones,” the tenant name that you select
becomes permanent and branded across your subscription, so choose carefully.

Follow these steps to sign up for either a trial or paid subscription for Office 365.
1. Navigate to https.//products.office.com.

2. Select the Office 365 plan you wish to use, either Personal or Business. When selecting
Business, you can select Enterprise plans as well.

3. Select either Free Trial or Buy Now to start your Office 365 tenant creation.

4. Type a user name and tenant name when prompted to create your user ID, as shown in
Figure 2-1.

43
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Ofﬁ(:e 365 E ﬂterprise E3 Triai Want to add this to an existing subscription?

Create your user ID

You need a user ID and password to sign in to your account.

(@) dan.park @ | cohowineryus onmicrosoft.com |@)
I
>
3 v dan.park@cohowineryus.onmicrosoft.com
m
e
N esssesssee

esesesesee

By clicking Create my account you agree to our terms and conditions.

Create my account @

Figure 2-1 Signup for an Office subscription and selection of a user and tenant name

5. Select Create My Account to continue.

6. If you are prompted to enter captcha information, provide the necessary detail and click
either Call Me or Text Me, as shown in Figure 2-2.

Prove. You're. Not. A. Robot.

O Text me @ Callme

+1) 1~ |

Call me ®

Figure 2-2 The Office 365 captcha page

7. Record your User ID when the confirmation process is complete and click You're Ready
To Go.
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After you have set up your new Office 365 tenant, the Office 365 portal opens, shown in
Figure 2-3, where you can begin creating users, editing organizational information, and

assigning licenses.

Admin center

iome

Dan Park ‘

Microsoft

Office 365 Enterprise E3 setup is incomplete. Get someone to help you.

| P> ‘ Here's what to expect during setup.

2 Users > = Billing

74 4+ Add a user Total balance: None
&

@ Delete a user

Edit

] 4 Ll In trial: Buy now

@, Reset a password
& -

1] Office software

o«

Lol

Install my software
Share the download link
Software download settings

Troubleshoot installati

@ Neowd help? (1 Feedback

Figure 2-3 The Office 365 portal page for a newly created tenant

Assigning administrators

Using the information you learned in Chapter 1, you can either begin creating cloud accounts
and delegating administrative privileges, or you can wait until you've started synchronizing
your users, discussed later in this chapter, and assign permissions.

In either case, you must delegate permissions to one or more additional administrators. Keep in
mind that the Global Administrator role has the rights to create other global administrators, so
limit administrative delegation to one of the other administrative roles discussed in Chapter 1
and avoid creating other global administrator accounts unless necessary.

Follow these steps to create a new administrative account with User administration privileges.

1. Select Add A User from the Home page or Users view, as shown in Figure 2-4.

Office 365 Admin center
He Microsoft
wl All users &
o
A ~
& Dan Park dan.park@cohowineryus onmicrosoft.com Office 365 Enterprise E3

Figure 2-4 The Active Users view in the Office 365 portal

CHAPTER 2
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2. Type the necessary first name, last name, display name, and user name in the boxes
provided, as shown in Figure 2-5.

Alberts, Amy

/ineryus.onmici

First name Last name

Amy Alberts
O Display name *
§ Alberts, Amy
U User name * Domain
— =
% amy.alberts @ cohowineryus.onmicrosoft.co ~
)] Location

United States o

~ Contact information

~ Password Auto-generated
~ Roles Customized administrator
~ Product licenses * Office 365 Enterprise E3

Need help? [ Feedback

Figure 2-5 Creating a cloud user with administrative privilege

3. When creating the account, select the Roles drop-down menu, select Customized
Administrator, and select the User Management Administrator check box, as shown in
Figure 2-6.
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@ Customized administrator

You can assign this user one or many roles so they can manage specific

areas of Office 365.

|:| Billing administrator

Dynamics 365 service administrator
Exchange administrator

Password administrator

CHAPTER 2

Skype for Business administrator

Power Bl service administrator

Service administrator

SharePoint administrator

KOOOOODOAO

User management administrator

Figure 2-6 Selecting an administrator role for an Office 365 User account

4. Click Add to create the cloud user account.

You can use this process to modify existing cloud accounts, or even accounts that have
been synchronized from on-premises Active Directory, by using the Azure AD Connect
(AAD Connect) synchronization tool.

When you have completed the creation of any administrator accounts in your new tenant, you
can move on to creating DNS records to verify your domains as well as any other services that
you wish to add.

Configuring DNS, firewalls, and proxy servers

As discussed in Chapter 1, several network devices could affect your Office 365 deployment,
connectivity, and continued success with the services provided. It is therefore strongly recom-
mended that all network devices be updated to their latest versions, and you should contact
each device vendor to ensure that your device supports Office 365 connectivity.

Often, it is merely a matter of upgrading your existing devices to support Office 365. This
upgrade process, however, can be both time consuming and dangerous if not done correctly.
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Therefore, it is strongly recommended that any infrastructure changes required to support
Office 365 be made in advance of starting your Office 365 deployment.

Public DNS records

The first configuration change you need to make is to your public DNS records; these changes
enable you to verify any domain names and configure the necessary DNS records for Mail
Exchanger (MX), Exchange Autodiscover, Skype for Business, and so on.

If your public DNS infrastructure is managed internally and hosted on Microsoft Windows
Server through the Domain Name System role or another network appliance, the following net-
work changes must be made manually by an authorized administrator.
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If GoDaddy or another public entity hosts your public DNS, however, you can use the Office 365
portal configuration process to make the changes for you automatically.

To use the automated Office 365 portal configuration process for domain name verification,
perform the following steps.

1. Click the Go To Setup button on the Office 365 Admin Center home page, shown in
Figure 2-7.

' Office 365 Enterprise E3 setup is incomplete. Get someone to help you.

Personalize sign-in Add users Connect domain

Go to setu
2 o o

Figure 2-7 Starting the Office 365 Enterprise E3 setup process in the Office 365 portal

2. Click the Get Started button under Set Up Mail, shown in Figure 2-8.
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Enterprise E3 Setup

Welcome

Let's get things set up. Where would you like to start?

(gV]

Gafos|oi|@]m el :da]®) i
(1T}

-

oo

Install your Office apps Set up mail ;

Estimated time: 10 minutes Estimated time: 20~30 minutes o

Get started Get started

Figure 2-8 Starting the setup process by using the Office 365 Admin Center

3. Select Connect A Domain You Already Own and type the domain name in the box
provided, as shown in Figure 2-9.

Personalize your sign-in and email

The domain you choose will become the part of your email address that comes after the @ symbol. You and your staff will use it to sign in and it's how customers will send you
email

@ Connect a domain you already own.
cohowinery.us

2 What's a domain and why do you need ane?
Your users' email addresses will look like this: username@cohowinery.us

(O Ccontinue using cohowineryus.onmicrosoft com for email and signing in
£ Why would you use this domain?

Next @ kit and continue later

Figure 2-9 Selecting a domain you already own for sign-in and email personalization

4. Click Next to verify that the domain is a valid, registered domain name on the Internet.

5. Select Sign In To GoDaddy to log on to GoDaddy to prove domain ownership, as shown in
Figure 2-10.
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Prove you own your domain

We need you to verify that you are the owner of this domain. You'll need the sign-in info for your
domain registrar.

(® Sign in to GoDaddy (recommended)
Since GoDaddy is your domain registrar, all you have to do is sign in to verify your ownership.

(O Add a verification record

We'll give you the instructions for how to add a TXT record at your registrar or DNS hoesting
provider.

Q What's a domain registrar?

Back Ve rlfy @ Exit and continue later

Figure 2-10 Proving you own your domain

(Optional) If your public domain registrar is not GoDaddy, or if you manage your DNS
internally, select Add A Verification Record instead to be presented with the TXT record
that must be manually added to DNS to verify domain ownership.

Click Verify.

Enter the account information for your GoDaddy account, as shown in Figure 2-11.
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u Office 365 | & GeDaddy Domain management

Log in to your GoDaddy.com account

Log in to allow Office 365 to verify that you own cohowinery.us and to
automatically set up your services.

Username or Customer #:

(o}
123456789 o
Ll
'—
o
Password: Forgot Password <
I
O
..-...-.-..l

G VERIFIED & SECURED i

VERIFY SECLRITY

Figure 2-11 Log on to the GoDaddy logon page

Click Accept to confirm access.

When the sign-in verification process completes, the setup process automatically creates
a TXT record in the domain DNS configuration, as shown in Figure 2-12.

Records
Last up 17 1:26
Type Name Value T
A @ 50.63.202.58 600 seconds ,‘
5
CNAME ftp @ 1 Hour >
K4
CNAME www @ 1 Hour o~
4
CNAME _domainconnect _domainconnect.gd.domaincontrol.com 1 Hour ,\
.
TXT @ v=verifydomain MS=5083108 1 Hour ,‘
S
NS @ ns05.domaincontrol.com 1 Hour
NS @ ns06.domaincontrol.com 1 Hour

Figure 2-12 GoDaddy DNS configuration, including verification TXT record for Office 365
domain ownership
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10. Click Next to skip the addition of new user accounts.

11.  Select Don't Migrate Email Messages, shown in Figure 2-13, and click Next.

Migrate email messages

If you want to keep your email messages from your current email service, we'll help you move
them.

@ Don't migrate email messages
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Select this option if you have no email, you don't want to migrate email, or you'd rather
migrate email later.

Q What will happen if you don't migrate now?

(O Migrate email messages

Select this option if you want to copy existing email messages to your new mailboxes. This
option will take you out of setup. To resume setup, go to the Admin center home page.

Q What's involved in migrating email?

Back N e)(t @ Exit and continue later

Figure 2-13 Migrate Email Messages page that appears during the Office 365 automated
setup process

12. On the Connect Your Domain page, select Add Records For Me, as shown in Figure 2-14,
and click Next.
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Connect your domain

In this step, you'll activate services for your domain, like email and instant messaging, by adding
DNS records to your registrar or DNS hosting provider.

Q What's a DNS record? What's a domain registrar?

@ Add records for me (recommended)

We'll update your DNS records at your registrar. After you successfully complete this step, all
new email will be delivered to the new mailboxes.

CHAPTER 2

(O rll manage my own DNS records.

If you have a complex DNS record structure, choose this option. Next, we'll provide a list of
DNS records that you'll need to add for your domain at your DNS host.

Q Why would you manage your own DNS records?

Back NeXt @ Exit and continue later

Figure 2-14 Automatically adding DNS records for Office 365 services

(Optional) If your public domain registrar is not GoDaddy, or if you manage your DNS
internally, select I'll Manage My Own DNS Records to be presented with the list of records
that you must manually update.

When the update process has completed, the DNS for your domain is updated to include
Exchange Autodiscover, SIP, MX, and CNAME records, shown in Figure 2-15.
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CNAME enterpriseregistration enterpriseregistration.windows.net 1 Hour f
CNAME fip @ 1 Hour .,'
CNAME lyncdiscover webdir.online.lync.com 1 Hour .,~
CNAME msoid clientconfig microsoftonline-p net 1 Hour .,‘
CNAME sip sipdir.online.lync.com 1 Hour .,~
CNAME www @ 1 Hour .,~
CNAME _domainconnect _domainconnect.gd.domaincontrol.com 1 Hour .,*
MX @ cohowinery-us.mail.protection.outiook.com (Pri... 1 Hour /'
TXT @ v=spf1 include:spi protection.outlook.com -all 1 Hour .,\
SRV _sip._tis.@ 100 1 443 sipdir.online.lync.com 1 Hour .,~
SRV _sipfederationtls._fcp.@ 100 1 5061 sipfed.online.lync.com 1 Hour ,‘

Figure 2-15 DNS records updated to support SIP MX, SPF, and Autodiscover for Office 365

Following the final step of the automated setup, shown in Figure 2-16, you are notified
that setup is complete.

14. Click Go To The Admin Center to return to your Office 365 portal home page.

< Step 1 Step 2 Step 3
Office 365 Wi 8 s ol S
Enterprise E3 Setup

(] (] (]

You've reached the end of Office 365 setup

You've reached the end of setup. If you still need to add users or set up online services, you can do that from the Admin center. How did it go? Please rate your experience.

Go to the Admin center ®

Figure 2-16 Completing the Office 365 Admin Center automated Office 365 setup

After you have completed the setup process, your domain is automatically registered in
Office 365, and its name can be used as the domain suffix for the UserPrincipalName for user
logon as well as for Exchange Online mail routing.

In addition, the Exchange Autodiscover, Sender Policy Framework (SPF), and required Server
Resource (SRV) records now exist in your Office 365 tenant; these enable Microsoft Outlook and
mobile client connectivity to your tenant as well as Skype client connectivity, and enable you
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to start sending and receiving email directly to your tenant or communicating using Instant
Message (IM) and Voice Over IP (VOIP) communications through Skype for Business.

It is important to note that if your existing domain name, cohowinery.us in these examples, is
already configured with MX, SIP, SMTP, CNAME, or SPF records in your public DNS and routing
to your on-premises infrastructure or another email hosting provider, select the manual con-
figuration options in the previous configuration process and make only the necessary changes
to support your Office 365 setup.

Additional configuration changes for Exchange mail routing as part of the Exchange hybrid
configuration, or Skype for Business hybrid, are covered in later chapters and can be performed
later to avoid affecting existing functionality.

CHAPTER 2

Firewall configurations

Office 365 is a cloud-based solution; therefore, your internal infrastructure must be able to
communicate with your tenant without any connectivity issues created by your networking
infrastructure.

If for any reason your internal infrastructure cannot communicate with Microsoft Azure, your
Office 365 experience will be affected, possibly resulting in email delays and inability to authen-
ticate and use services, add or license users, and even access cloud data.

It is strongly recommended for all network devices responsible for packet-filtering, load balanc-
ing, and network port access control to be configured to allow unrestricted outbound traffic to
the Microsoft data centers.

The Microsoft data center IP ranges include all the Office 365 services and are maintained on
the Office 365 support site.

The IP ranges can be viewed and downloaded at https.//aka.ms/0365-ips, or you can subscribe
to them with Rich Site Summary (RSS) feeds at https.//aka.ms/0365-ips-rss.

Proxy servers

Proxy servers are traditionally used to proxy requests to the Internet through a single host; how-
ever, this behavior can create issues when setting up certain services for Office 365 connectivity.

Primarily, all traffic to Office 365 is outbound traffic. Some services, such as Exchange
Autodiscover, Active Directory Federation Services (AD FS) authentication, and mail routing
might be exceptions; however, it is important to understand that proxy server configurations
can cause issues. The primary service that is affected when using proxy servers is directory
synchronization.


http://cohowinery.us
https://aka.ms/o365-ips
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The directory synchronization process that the AAD Connect tool performs connects regularly
to Office 365 every 30 minutes to synchronize any directory updates. In addition, depending on
the configuration of the tool, it also retrieves password changes and other data. If the connec-
tivity between AAD Connect and Office 365 is affected, the synchronization might fail, resulting
in incomplete data in Office 365.

It is therefore recommended to exempt the AAD Connect tool from any proxy server configura-
tions and allow it to communicate with Azure without any proxy configuration.

INSIDE OUT

Authenticated proxy servers and synchronization
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The AAD Connect tool does not support authenticated proxy servers. You must bypass any
authenticated proxy servers, or you will be unable to synchronize your directories with
Office 365.

If you are unable to bypass proxy servers for the AAD Connect implementation, it is recom-
mended that you configure both Microsoft Internet Explorer and the Windows Command Shell
to use the same proxy server. Both methods are used during the AAD Connect setup for com-
munication with Office 365, so failure to enable both might result in a failed installation.

To set up Internet Explorer on the server where the synchronization tool will be installed, do the
following.

1. Launch Internet Explorer.
2. Select Tools | Internet Options from the menu.
3. Select Connections | LAN Settings from the Internet Options menu.

4. Ensure that the Proxy Server check box is selected and a proxy server and port are
provided in the Address and Port text boxes, as shown in Figure 2-17.
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Local Area Network (LAN) Settings X

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings

[[] Use automatic configuration script

Proxy server

Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

CHAPTER 2

Address: 'proxy.cohovineya Port: | 8080 Advanced

D Bypass proxy server for local addresses

Cace

Figure 2-17 Configuring the Internet Explorer proxy server

5. Click OK to close the LAN Settings and Connections dialog boxes.

When the proxy server has been properly configured in Internet Explorer, perform the following
steps to configure the proxy server for the Windows Command Shell.

1. Open an administrative command prompt.
2. Type Netsh WinHTTP Show Proxy and press Enter.

3. Ifthe command returns Direct Access (No Proxy Server), as shown in Figure 2-18, proceed
to step 4 to configure the proxy server.
il Administrator: C:\Windows\system32\cmd.exe

C:\>netsh winhttp show proxy

Current WinHTTP proxy settings:

Direct access (no proxy server).

CaNe

Figure 2-18 Displaying current WinHTTP proxy server configuration
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4. Type Netsh WinHTTP Import Proxy Source=IE and press Enter.

5. If the command completes successfully, it should display the same proxy server that is
configured in Internet Explorer, shown in Figure 2-19.

-] Administrator: C:\Windows\system32\cmd.exe

C:\>netsh winhttp import proxy source=ie

Current WinHTTP proxy settings:

Proxy Server(s) : proxy.cohovineyard.corp:8080

(@)
I
>
-_°| Bypass List :  (none)
m
=
N

Ci N>

Figure 2-19 Configuring Netsh Proxy by using the settings from Internet Explorer

Finally, in some circumstances, it might also be necessary to modify the machine.config file
that the Windows .NET configuration uses to define the proxy server that any .NET applications
should use.

If the setup of AAD Connect fails to communicate with Azure properly, even after the settings in
Internet Explorer and the Windows Command Shell have been configured, the .NET configura-
tion file can be modified by performing the following steps.

1. Onthe AAD Connect server, navigate to C:\Windows\Microsoft.Net\Framework64\
v4.xxxxxxx\Config, where x4.xxxxx is the v4.0 or v4.5 directory located in the
Framework64 folder. This directory name depends on the .NET 4 version installed on your
AAD Connect server.

2. Edit the machine.config file, shown in Figure 2-20, by using Notepad.

| 3= Config =1 -
. [[—— )
€ i Windows » MicrosoftNET » Frameworké4 » v4.0.30319 + Config v & Search Config
Favorites Name Date modified e
B Desktop T P i 7
legacy.web_minimaltrust.config.default 6/18 le
¢ Downloads ~

machine.config 4/10/2017 3:
=i Recent places 5
machine.config.comments

machine.config.default 8/22/2013 3:37 PM DEFAULT File

Figure 2-20 The .NET machine.config file location
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3. At the bottom of the file, insert the following block of text before the </configuration>
line, substituting <PROXYADDRESS> with the name or IP address of your proxy server,
and <PROXYPORT> with the correct port number.

<system.net>

<defaultProxy enabled="true" useDefaultCredentials="true">
<proxy
usesystemdefault="true"
proxyaddress="http://<PROXYADDRESS>:<PROXYPORT>"
bypassonlocal="true"
/>

</defaultProxy>

</system.net>

CHAPTER 2

4. Save the updated file, as shown in Figure 2-21, by clicking File | Save.

[ ‘machine.config - Notepad [- = .

File Edit Format View Help |
</providers> ~

</profile>

<roleManager>
<providers>
<add name="AspNetSqlRoleProvider"” connectionStringName="LocalSqlServer"” applicationName="/"
type="System.Web.Security.SqlRoleProvider, System.Web, Version=4.0.0.0, Culture=neutral, Public
<add name="AspNetWindowsTokenRoleProvider" applicationName="/"
type="System.Web,Security.WindowsTokenRoleProvider, System.Web, Version=4.0.8.8, Culture=neutra
</providers>
</roleManager>
</system.web>

<system,net>|
<defaultProxy>]

usesystemdefault="true"

<fconfiguration>

| < m

Figure 2-21 The machine.config file updated to include default proxy information

After the Proxy server configurations have been made to Internet Explorer, the Windows Shell,
and the .NET configuration, you may proceed with the installation and configuration of the AAD
Connect tool for directory synchronization.

Network tracing

Occasionally, during the implementation or configuration of proxy server or network firewall
changes, it might be necessary to review the communication between your application and
Office 365. Understanding the route that Office 365 communication must take to reach Azure
will help with troubleshooting network connectivity issues.
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The most common reason for connectivity tracing with Office 365, other than mailbox moves,

is the synchronization process because the AAD Connect sync engine, unless configured differ-
ently, connects to Azure every 30 minutes to synchronize directory changes from on-premises

to the cloud.

In addition, the AAD Connect engine, depending on the additional features selected during
installation, might connect as frequently as every one to two minutes to retrieve password
change requests and other authentication requests from the Azure service bus.

If you need to review traffic between your AAD Connect server and Office 365, you can use
tools such as NetMon3, Fiddler, or WireShark to capture network traces from the server to
ensure that no other devices are preventing proper communication.

TROUBLESHOOTING

Tracing tools
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I
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You can download the Microsoft NetMon tool from https.//aka.ms/netmon-download,
the Fiddler tool from https.//aka.ms/fiddler-download, and the WireShark tool from
https://aka.ms/wireshark-download.

The example uses Fiddler to capture and import from the Office 365 tenant by using the AAD
Connect tool. Fiddler is installed on the AAD Connect server and is configured to decrypt HTTPS
traffic.

The trace is captured as follows.

-
.

Launch the Fiddler tool and press F12 or select File | Capture Traffic.
2. Start the AAD Connect tool.

3. Select Connectors.

4. Select the Windows Azure Active Directory connector.

5. Select Run.

6. Choose Full Import and click OK, as shown in Figure 2-22.


https://aka.ms/netmon-download
https://aka.ms/fiddler-download
https://aka.ms/wireshark-download
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& Synchronization Service Manager on COHOVINEYARD-DC =

File Tools

Q,!“ Metaverse Search

{5 oerations -

&) Create
] Properties

& Delete

igure Run Profiles
2] Run

¥ Export Connector

] Import Connector

) Update Connector

] Refresh Schema

2] Search Connector Space

Run profiles:

Full Import
Full

Figure 2-22 Starting a full import on the Azure Connector in AAD Connect

After the full import completes, review the results of the Fiddler trace, shown in
Figure 2-23.

O
File Edit Rules Taol View Help GET/book E3 Geofdge
55 WinConfig () 47 Replay X = b Go | Stream £l Decode | Keep: All sessions = @) Any Process 34 Find [l Save |8 (D) @ Browse ~ Gk Clear Cache /T TedWizard | (& Tearoff

[2 Result  Protocol Host  URL Body Caching [ |l
| & lagin, windows.nat:443 0 ‘
Bz 20 HIS logn.windows.net fcommon/UserReaim/Sync_COHOVINEYARD-DC_cBicd2f06f4ae @cohavineyard.onmicrosaft.com. .. 181 private =l
HES 200 HTPS logn.windows.net  jecohovineyard. onmicrosoft.comjoauth2/token 3,434 no-cac..,
|@®+ 200 wTP Tunnel to adminwebservice. mcrosoftoniine.com:443 0 —
| Bs 200 192,438
| s 00 HTT = com: 443 0
| @7 200 HITPS 192,398

s 00 HTTP 2e.comi443 0

| @e 200 HTPS 192,445

&1 200 HTIP com: 443 0

/@11 20 HITRS 192,435

&1z 20 TP Tunnel to adminwebservice microsoftoine com:443

Figure 2-23 Fiddler trace of the AAD Connect Full Import run step

In Figure 2-23, each line represents a packet in the communication between the AAD Connect
server and Azure Active Directory. The packets are performing the following actions.

1.

Communication is established between the synchronization engine and Azure by the
login.windows.net URL over secure SSL port 443.

Home realm discovery, a process by which the appropriate authentication provider is
identified, is initiated using the Sync_COHOVINEYARD-DC_c8cd2f06f4ae@cohovineyard.
onmicrosoft.com account. This account, discussed in detail in Chapter 4, “Directory
Synchronization Basics,” is used to authenticate with Office 365 for the purposes of
synchronization.

CHAPTER 2



http://login.windows.net
mailto:Sync_COHOVINEYARD-DC_c8cd2f06f4ae@cohovineyard.onmicrosoft.com
mailto:Sync_COHOVINEYARD-DC_c8cd2f06f4ae@cohovineyard.onmicrosoft.com
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3. The home realm discovery process results in an authentication token with the
cohovineyard.onmicrosoft.com tenant.

4. The synchronization engine is redirected to the adminwebservice.microsoftonline.com
URL over SSL port 443.

5. The synchronization engine begins reading data from the endpoint adminwebservice.
microsoftonline.com/provisioningservice.svc URL, which returns the tenant data to the
sync engine.

The process continues until all the directory data has been read from the Office 365 tenant into
the Azure connector in the synchronization engine, at which point communication ceases.
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As you can see from this example, despite the existence of a proxy server in the configuration,
there was no impact on the traffic between the synchronization engine and the Office 365 ten-
ant. If there had been issues with the traffic, you would have experienced retransmissions or
transmission failures like the example in Figure 2-24.

[ Progress Telerik Fiddler Web Debugger - o K
file Edit Rules Tools Yiew Help GET/book 4 GeoEdge
£8 WinCenfig 43 Replay X~ b Go | Stweam [ Decode  Keep: All sessions ~ (B Any Process 4 Find [ Save | I8 (&) @ Browse ~ <k Clear Cache T TetWizard |[E Tearoff | MSDN Search.. @ () Online

= Resdt | Protocal tost | URL Body Cachng  ContentType  Process F hmncde | i Cipem
% ) g 5 : i Fdersopt | (5 Log
|

200 WS login windows:net _ fcomman UserReaim S yme_COHOVINEYARD DC_cBod 2606fse Beohovineyard,onmicrosoft.com, 181 pvate  oppicabon... miserver: 1875

] Fiters
¥l 0 HTTPS [ indows.net X foken 3,434 nowac.. appicabon/... miserver:187%6 K

182,438 appicaton/... miserver: 1876

512 ro<ac.. texthimic.. miserver:1876

Figure 2-24 A transmission failure in a Fiddler trace

In this example, the communication with Azure AD was initiated, and the sync account authen-
ticated properly. The transmission was interrupted, however, resulting in a retry operation that
failed and stopped the import from Azure.

Tools such as Fiddler and NetMon3 can be invaluable when first setting up the synchroniza-
tion process to ensure that communication is working properly and none of your network
devices are affecting performance or connectivity. It is therefore strongly recommended that
you become familiar with the proper functionality of the synchronization process and any other
service-related connectivity (mailbox moves, Office application activation) to ensure the best
possible Office 365 experience.


http://cohovineyard.onmicrosoft.com
http://adminwebservice.microsoftonline.com
http://adminwebservice.microsoftonline.com/provisioningservice.svc
http://adminwebservice.microsoftonline.com/provisioningservice.svc
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INSIDE OUT

Synchronization connectivity

Network connectivity between the synchronization engine and Office 365 is one of the
most common troubleshooting areas, primarily related to proxy servers and any network
devices that perform packet inspection.

The synchronization engine connects regularly in 30 minute intervals and, depending on
additional features, as frequently as every two minutes.

Make sure you understand the network path between the sync engine and Azure, elimi-
nate devices if possible, and be familiar with traffic patterns and troubleshooting that

CHAPTER 2

communication.

ExpressRoute

ExpressRoute is a frame-relay style of connection between your on-premises network and the
Azure cloud. It provides direct connectivity to the Microsoft data centers through a secure and
private connection and eliminates the need to traverse the public Internet for your Office 365-
related traffic.

In addition to bypassing the public Internet for Office 365 traffic, ExpressRoute provides a fast
and reliable connection to Azure, making replication, high availability, and data migration sce-
narios easier to implement.

During your implementation of Office 365, if you are considering ExpressRoute connectivity to
the Microsoft cloud, it is strongly recommended that the implementation be done prior to the
rest of your Office 365 readiness milestones. ExpressRoute implementation changes your net-
work routing internally and affects things like load balancers, proxy servers, and firewalls. These
changes have an impact on communication and should therefore be made prior to establishing
synchronization and starting mailbox migrations.

Preparing your directories

Much like preparing your network for a successful Office 365 implementation, it is equally
important to ensure that your on-premises directories are free from any issues that might affect
a successful synchronization of users, groups, and contacts to your tenant.

Microsoft provides the IDFix tool, which reviews your environment and highlights any problem
areas or data inconsistencies.
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IDFix can be installed as follows.

1. Download the IDFix installation from https.//aka.ms/idfix.

2. Save the ZIP file to the file system and extract the contents.

3. Launch the IDFix application by double-clicking it. Select Run if a file security warning
dialog box, shown in Figure 2-25, appears.
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m
o)
N this software?

v Name:

Publisher:

Type:

From:

Open File - Security Warning -

The publisher could not be verified. Are you sure you want to run

C:\Users\Default\Desktop\IdFix\IdFix.exe
Unknown Publisher

Application
C:\Users\Default\Desktop\IdFix\IdFix.exe

Run Cancel

vl Always ask before opening this file

publisher. You should only run software from publishers you

w This file does not have a valid digital signature that verifies its
¥

trust. How can | decide what software to run?

Figure 2-25 File security warning dialog box

4. Click OK to proceed past the Privacy Statement dialog box shown in Figure 2-26.

This dialog box appears because the IDFix application reviews your data and provides
reports that might contain sensitive information.


https://aka.ms/idfix
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This privacy statement applies to IdFix only. It does not apply to any
A other Microsoft Office 363 server or other applications by Microsoft
Corporation. IdFix is intended for IT Administrators. If you are an
end-user, Microsoft recommends that you end this program and
contact your T Administrator for assistance. |dFix collects data from
your corporate network and can eptionally store data that may contain
personal data in a Comma Separated Value (.csv) or LDAP Data
Interchange Format (.Idf) file located on the computer where the
program was run. Microsoft recommends that you remove this file
when you have completed your use of the program. |dFix does not
send any collected data back to Microsoft or it's partners.
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Figure 2-26 The IDFix Privacy Statement

Select Query from the topmost menu, shown in Figure 2-27.

i

] Office 365 import  Undo

DISTINGUISHEDNAME OBJECTCLASS ATTRIBUTE ERROR VALUE UPDATE ACTION

Figure 2-27 The IDFix tool main menu

While the query is running, a status appears in the lower left corner of the tool.

When the query completes, a list of all issues appears, as shown in Figure 2-28, with an
error description for each. The total object count and error count appear in the lower left
corner.
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] Office 365 Query Accept  Apply - Import
DISTINGUISHEDNAME » OBJECTCLASS ATTRIBUTE ERROR VALUE UPDATE ACTION A
CN=Ackerman\, Pilar U= user proxyAddresses  duplicate smipfinance@co_.. [Elsmip finance@_.. vl
CN=ADFS Admin.CN=User... user userPrincipalName topleveldomain ADFSAdmin@coh... ADFSAdmin@coh... v
CN=Ajenstat’, Frangois,OU... user userPrincipalName localpart FrangoisAjenstat...  Francisfjenstat®... kd
CN=Balazs', Erzsébet OU=__. user userPrincipalName localpart ErzsébetBalazs@... ErzsbetBalzs@co... v
CN=Barkécazi\. Mikiés.Ol=... user userPrincipalName localpart MiklésBarkéczi@... i@co... v|=E
CN=Belinszki\, Baldzs OU=... user userPrincipalName localpart BalazsBelinszki@... BalzsBelinszki@c... hd
CN=Béres\, Kaimdn OU=5t... user userPrincipalName localpart KaiménBéres@co... KimnBres@cohov... b
2 CN=Berger\, Katherine (Kat... user userPrincipalName character Katherine(Kate)Be... KatherineKateBer... v
> CN=Blomsterberg', Brynja .. user userPrncipalName localpart BrynjaSigridurBlo...  BrynjaSigrdurBlom... hd Bl
3 CN=Bott\, Jorg OU=5taff.D... user userPrincipalName localpart JorgBott@cohovi... JrgBott@cohovin... hd
m CN=Budai\, Péter OU=5taf... user userPrincipalName localpart PéterBudai@coh... PterBudai@coho... k4
3 CN=Chvojkova\, Petra.OU... user userPrincipalName localpart PetraChvojkova...  PetraChvojkov@... ha
CN=CohoVineyard Administ... user userPrincipalName topleveldomain CohoVineyard Ad... CohoVineyard Ad... hd
CN=Cuesta', Maria Jesls.... user userPrincipalName localpart MariaJestsCuest.. MaralessCuesta... N
CN=Cunha', Gongalo,OU=... user userPrincipalName localpart GongaloCunha@... GonaloCunha@c... hd
CN=Fischer\, PéterOU=5t... user userPrincipalName localpart PéterFischer@co... PterFischer@coh... hd
CN=Guran\. Nurhan.OU=S... user userPrincipalName localpart NuthanGiran@c... NuhanGran@co... b
CN=Hamath, Zoltdn OU=... user userPrincipalName localpart ZottanHamath@... ZoktnHamath@&c... b
CN=Hite", Douglas (Doug), .. user userPrincipalName character Douglas(Doug)Ht... DouglasDougHite .. v
CN=Hurtado\, Begofia OU... user userPrincipalName localpart BegofizHuado@... BegoaHutado@c... ¥
CN=Javier Castrejon’, Fran... user userPrincipalName localpart FranciscoJavierC... FranciscoJavierC... bl 5
Query Count: 1327 Error Count: 55

Figure 2-28 |DFix error report summary

6. Select asingle error to use the Action column to define the behavior that should be used
to resolve it.

7. Choose Edit, Remove, or Complete to resolve the object in question, as Figure 2-29
shows.

e

1] Office 365 Accept Apply Export Import Undo
DISTINGUISHEDNAME . OBJECTCLASS ATTRIBUTE ERROR VALUE UPDATE ACTION [
CN=Hamath', Zoltdn Ol)=... user userPrincipalName _localpari ZoltanHamath@... ZoknHamath@c
CN=Hite", Douglas (Doug).... user userPrincipalNa Douglas(Doug)Ht... DouglasDougHtd.. [EDIT  [v ]
CN=Hurtado\, Begofia.Ol)... user userPrincipalName localpart BegofiaHutado@... BegoaHutado@c ™ hd
CN=Javier Castrején’. Fran... user userPrincipalName localpart FranciscoJavierC...

CN=Jensen\, Christiane Re... user userPrincipalName localpart ChristianeRennow...
CN=lJensen'\, Thomas Sen... user userPrincipalName localpart ThomasSenderga...
CN=Jeergensen®, Irene OU... user userPrincipalName localpart IreneJeergensen. ..
CN=Kach\. Reto,OU=Staff.... user userPrincipalName localpart RetoKach@coho...

Figure 2-29 Selecting actions for error objects in IDFix
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8. When you have selected the appropriate action for each object, select Apply at the top
menu.

This returns a confirmation dialog box, shown in Figure 2-30.

Are you sure you wish to Apply the update values for all transactions
with an action? NOTE: The user assumes all risk for inspecting each

row marked with Action for suitability and accuracy.

CHAPTER 2

Yes || No

Figure 2-30 IDFix Apply Pending dialog box

9. Click Yes to apply all selected updates.

When complete, all updates that have been applied are marked Complete, as shown in
Figure 2-31.
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] Office 365 Query Accept Apply Export Import Undo
DISTINGUISHEDNAME .« OBJECTCLASS ATTRIBUTE ERROR VALUE UPDATE ACTION A
CN=Budai\, Péter OU=5taf . user userPrincipalName localpart PéterBudai@co. .. PterBudai@coh. . [COMPLETE |¥
CN=Chvojkova\. Petra OU... user userPrincipalName localpart PetraChvojkova... PetraChvojkov... |COMPLETE |v
CN=CohoVineyard Administ... user userPrincipalName topleveldomain CohoVineyard A... CohoVineyard A... |[COMPLETE |v
CN=Cuesta\, Maria Jes(s. . user userPrincipalName localpart MariaJesisCues . MaraJessCuesta . [COMPLETE |¥
CN=Cunha\, Gongalo OU=... user userPrincipalName localpart GongaloCunha... GonaloCunha@... [COMPLETE |v [ |
CN=Fischer\, Péter OUU=St... user userPrincipalName localpart PéterFischer@c... PterFischer@co... |COMPLETE |v
CN=Glran', Nuthan OU=S__ user userPrincipalName localpart NuthanGuran@ .. MNuhanGran@c... [COMPLETE |¥
CN=Hammath\. Zoktdn,OU=... user userPrincipalName localpart ZottdnHarmath... ZotnHamath@... |[COMPLETE |v
CN=Hite\, Douglas (Doug),... user userPrincipalName character Douglas{Doug)H... DouglasDougHit... (COMPLETE |v =
CN=Hurtado',, Begoria OU... user userPrincipalName localpart BegofiaHurtado... BegoaHutado@... COMPLETE |V
CN=Javier Castrején’, Fran... user userPrincipalName localpart FranciscoJavier... FranciscoJavier.. |[COMPLETE |v
CN=Jensen\, Christiane Ra... user userPrincipalName localpart ChristianeRenno... ChristianeRnnow... v
CN=Jensen\, Thomas Sen.. user userPrincipalName localpart ThomasSenderg... ThomasSnderga... v
CN=Joergensen\. Irene OU... user userPrincipalName localpart IreneJeergensen.. IreneJergensen.. v
CN=Kach\, Reto,OU=5taff,... user userPrincipalName localpart RetoKach@coh... RetoKch@coho... v
CN=Karasek\, Petr OU=5t... user userPrincipalName localpart PetrKarasek@c .. PetrKarsek@co v
CN=Kico\. René QU=Staff ... user userPrincipalName localpart RenéKlco@coh... RenKlco@coho... Vi
CN=Koczka\, Daniel OU=S... user userPrincipalName localpart DénielKoczka@... DnielKoczka@c... k4
CN=Kranitz, Jozsef OU=5t .. user userPrincipalName localpart JozsefKranitz@c_. JzsefKmitz@coh v
CN=Letzén\. Johan.OU=5t... user userPrincipalName localpart Johanletzén@c... Johanletzn@co.. Vi
CN=Lab\, Michael OU=Sta... user userPrincipalName localpart MichaelLob@co... Michaellb@coh.. b

COMPLETE

Figure 2-31 IDFix tool with Actions updated

It is important to note that when selecting Edit, you cannot manually edit the value in
error; instead, the IDFix tool simply applies the update displayed in the Update column.
You should review this new value that allows IDFix to make the change.

INSIDE OUT

IDFix activity
All changes the IDFix tool makes are saved as LDF files in the folder where the IDFix ZIP was

extracted.

You can use these files to restore changes IDFix made to your directory, by selecting Undo
in the IDFix main menu and choosing the appropriate LDF file.

10. Optionally, use Accept in the IDFix main menu to apply the updated value, shown in the
Update column, automatically to each object in an error state, as shown in Figure 2-32.
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] Office 365 Accept Apply Export Import Undo
DISTINGUISHEDNAME . OBJECTCLASS ATTRIBUTE ERROR VALUE UPDATE ACTION [~]
CN=Kranitz\. Jozsef OU=5t... user userPrincipalName localpart JozsefKranitz@coho... JzsefKmitz@cohovin ... v
CN=Letzén\, Johan,OU=5t... user userPrincipalName localpart JohanLetzén@coho... JohanLetzn@cohovi.. b4
CN=L6b"\, Michael OU=Sta... user userPrincipalName localpart MichaelLob@cohovi... Michaellb@cohovin... hd
CN=Lépez\, Aturo OU=Sta... user userPrincipalName localpart ArturoLépez@cohov... Aturolpez@cohovi... v
CN=Lukdcs\, TiborOU=5t... user userPrincipalName localpart Tiborlukdcs@coho... Tiborlukcs@cohovi... v

Figure 2-32 IDFix Accept

Like Apply, Accept also displays a dialog box warning that the changes being made repre-
sent a risk because they are changing data in your directory. See Figure 2-33.

CHAPTER 2

Are you sure you wish to Accept all suggested updates and set their
Action to EDIT? MOTE: The user assumes all risk for inspecting each
row marked EDIT for suitability and accuracy. Format errors will not be

marked with EDIT as these require user intervention.

Figure 2-33 The IDFix Accept All Updates dialog box

Selecting Accept All simply changes all Action fields to EDIT; it is then necessary to use
Apply to make the changes.

11. When the changes have been applied, select Query to rerun the IDFix process against
your directory and confirm that no additional changes are required.

In Figure 2-34, the synchronization tool showed 46 failures on export to Azure. These failures
were related to bad or duplicate data in the on-premises Active Directory.
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IFlle Tools Actions Help

ﬂCpuaim: g@&med}m wﬂdwmmﬁmﬂ _@Md.mSeuch

Start Time:
7/6/2017 5:52:20 PM
7/6/2017 5:52:01 PM
7/6/2017 5:51:40 PM 7/6/2017 5:52:00 PM
success 7/6/2017 5:51:13 PM 7/6/2017 5:51:39 PM
success 7/6/2017 5:43:10 PM 7/6/2017 5:51:13 PM
Full Import success 7/6/2017 5:48:54 PM 7/6/2017 5:49:09 PM =
... Full Import stopped-serverdown  7/6/2017 5:02:54 PM 7/6/2017 5:03:04 PM
. Full Import success 7/6/2017 4:05:05 PM 7/6/2017 4:07:34 PM
(@) . Full Import success 7/6/2017 4:02:02 PM 7/6/2017 4:04:07 PM
I ... Delta import success 7/6/2017 4:00:47 PM 7/6/2017 4:00:52 PM
> . Delta Import success 7/6/2017 3:57:24 PM 7/6/2017 3:57:30 PM
o . Delta Import success 7/672017 3:56:47 PM 7/6/2017 3:56:51 PM i
— . Delta Import success 7/6/2017 3:56:04 PM 7/6/2017 3:56:20 PM
m Export success 7/4/2017 5:53:23 PM 7/4/2017 5:53:29 PM
X . Export completed-exporter..  7/4/2017 5:53:17 PM 7/4/2017 5:53:28 PM
N . Full Synchronization ~ success 7/4/2017 5:52:58 PM 7/4/2017 5:53:16 PM
Full Synchronization success 7/4/2017 5:52:38 PM 7/4/2017 5:52.57 PM -
success 7/4/2017 5:51:45 PM 7/4/2017 5:52:38 PM nd

Bpot Partiion:  default

7/6/2017 5:52:01 PM EndTime:  7/6/201755220FM  Status: completed-expor-emors
[ Bxport Statistics | | 1 |
Adds 0
Updates 0
Renames 0 Emors | 46 Enmoris) [ ~
Deletes 0 CN={727675326D674E326D306D. .. IdentityDataValidationFailed O
Delete Adds 0 CN={6755526153535069646B4B3... IdentityDataValidationFalled

CN={3350304758586E544545324 .. dentityDataValidationFailed

CN={764D5A7354423755366B2B. .. IdentityDataValidationFailed

CN={5364654272455368776B754... IdentityDataValidationFailed
T

CN={304875413635706FAAGBATA... IdentiyDataValidationFailed
CN=(6B5A7537503458583130613... Identity DataValdationFaied v
- : Sl |3,

Figure 2-34 AAD Connect Azure export statistics before IDFix cleanup

After the IDFix process successfully updates all the errors reported, a resynchronization of
the on-premises Active Directory results in 46 adds to Azure and zero errors, as shown in
Figure 2-35.
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File Tools Actions Help

|
Name Profile Name: Status Start Time End Time ~
cohovineyard.cop Export 7/6/2017 7.00:02 PM 7/6/2017 7:00:03 PM
cohovineyard onmicro. q 7/6/2017 6:55:40 PM 7/6/2017 7.00:02 PM
cohovineyard.onmicro... Full Synchronizatio 7/6/2017 6:59:21 PM 7/6/2017 6:59:39 PM
cohovineyard .comp Full Synchronization success 7/6/2017 6:59:01 PM 7/6/2017 6:55:20 PM
cohovineyard onmicro... Full Import success 7/672017 6:56:12 PM 7/6/2017 6:59:00 PM E
cohovineyard.comp Full Import success 7/6/2017 6:55:59 PM 7/6/2017 6:56:12 PM
cohovineyard .cop Export success 7/6/2017 5:52:20 PM 7/6/2017 5:52:20 PM
cohovineyard onmicro... Export completed-exporter...  7/6/2017 5:52.01 PM 7/6/2017 5:52.20 PM
cohovi onmicro... Full Synchronization success 7/6/2017 5:51:40 PM 7/6/2017 5:52:00 PM | (qV]
cohovineyard.cop Full Synchronization success 7/6/2017551:13PM 7/6/2017 5:51:39 PM o
cohovineyard onmicro... Full Import success 7/6/2017 5:49:10 PM 7/6/2017 5:51:13 PM L
cohovineyard.comp Full Import success 7/6/2017 5:48:54 PM 7/6/2017 5:49:09 PM (=
cohovineyard.onmicro... Full Import stopped-serverdown  7/6/2017 5:02:54 PM 7/6/2017 5:03.04 PM o
cohovineyard .onmicro... Full Import success 7/6/2017 4:05:05 PM 7/6/2017 4:07-34 PM <
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Figure 2-35 AAD Connect Azure export statistics after IDFix cleanup

The IDFix utility is an invaluable tool that you can use to identify any issues in your Active
Directory prior to starting synchronization to Office 365. It is therefore recommended to run the
IDFix utility against your on-premises directories, review the results, and make the appropriate
changes, either manually or with the tool, before you start synchronizing your objects to the
cloud.

INSIDE OUT
IDFix statistics

In the preceding examples, the IDFix tool found 55 errors but only 46 errors in the directory
synchronization report, because the synchronization tool was focused on specific organi-
zational units (OUs) in Active Directory, whereas the IDFix tool was focused on the entire
directory.
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When evaluating problem objects, pay close attention to their location in the directory,
because they might be in OUs or domains that you do not plan to synchronize to Azure. As
a result, you might not need to modify all objects.

It's important to note that the IDFix changes affect both authentication, in the form of
UserPrincipalName changes, and mail routing, in the form of email address removal and
update; therefore, take care when reviewing all changes before they are applied, because the
updates have the potential to modify objects and break access to other applications or affect
processes already in place.
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Updating and installing client software

Prior to the migration of mailboxes to Office 365, it is critical for the Outlook version levels and
updates to be up to date so that there is no interruption in the user experience.

Even a mailbox that has not yet migrated to Exchange Online might experience connectivity
issues or constant credential prompts if that mailbox is delegated permission to another mail-
box that has been migrated to Office 365. It is for this reason that it is strongly recommended
that Office and Windows updates be approved, applied, and up to date in advance of the Office
365 implementation.

Frequently, customers choose to apply the Office Pro Plus license to all users ahead of the mail-
box moves, or even SharePoint Online and Skype for Business deployments, so that all Office
versions are current and support the Office 365 workloads.

Installing Office Pro Plus

Installation of the Office Pro Plus software is extremely simple.
1. Log on to the Office 365 portal at https.//portal.office.com.
2. When prompted, log on to Office 365, using your user name and password.

3. On the Office 365 portal page, shown in Figure 2-36, select Install Office 2016 in the
upper right corner.
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Figure 2-36 Installing Office 2016 from the Office 365 portal

The Office 365 portal displays additional information, shown in Figure 2-37, that assists in
the Office 2016 installation.

Just a few more steps...

Run Yes
.
el =
© Click Run @ Say "yes' © Stay online
Find it at the bottom of the screen or Click Yes to start installing. After installation, start Office and sign in
press Alt+N with the account you use for Office 365,

dan park@cohovineyard.onmicrosoft.com

Need help installing?

Figure 2-37 Office 365 Click To Run guidance page

When the installer has successfully downloaded from Office 365, a prompt to Save, Run,
or Cancel the installation appears, as shown in Figure 2-38.

Do you want to run or save Setup.X86.en-us 0365ProPlusRetail 0472d2c3-bea7-444b-83a0-512e427571bc_TX ....exe (4.11 MB) from c2rsetup.officeapps.live.com? %

@ This type of file could harm your computer. Run Save.! |+ Cancel

Figure 2-38 Prompt for Office 2016 Click To Run installer



74  CHAPTER2 Preparing your environment for the cloud

4. Click Run to begin the Office 2016 installation.

If there are any conflicting software versions already installed on the workstation, a pop-
up dialog box appears, showing the application in conflict, as shown in Figure 2-39.

] Office

Stop, you should wait to install Office 2016

We'll have to remove the following if you continue:
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Microsoft Visio Standard 2013 - en-us

This app doesn't work with Office 2016 right now. We're working on a solution.

[]1understand. | don't want to wait. Install Anyway I'l wait

Figure 2-39 Office 2016 setup conflict with existing installed versions

5. Select the | Understand. | Don't Want To Wait check box and select Install Anyway if you
wish to proceed with the installation.

This removes the version or versions of software in conflict and proceeds with the installa-
tion. Clicking I'll Wait ends the Office 2016 installation process.

6. When the installation completes, a new window, shown in Figure 2-40, appears,
indicating that the installation is complete.
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You're all set! Office is installed now
Click Start > down-arrow.

Close

Figure 2-40 Office installation completion page

7. Click Close to complete the installation process.

When the installation completes, the Office 2016 products are available for use, and any previ-
ous documents created in past versions of Office will prompt to update the document to the
latest version when applicable.

INSIDE OUT
Office Pro Plus

The Office Pro Plus installation performed by using the Office 365 portal is enabled for
automatic updating. These updates occur over the Internet and not by any internal auto-
matic update services, such as Windows Server Update Services (WSUS), configured in your
organization.

Automating the installation

Although the Office Pro Plus suite can be installed manually by using the option available on
the Office 365 portal page, you can also use the Office Pro Plus installation binary to create a
deployment package for use with tools such as System Center Configuration Manager (SCCM).
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Deployment with SCCM or other automated application deployment tools consists of down-
loading the Office Pro Plus binary and creating configuration files that determine the sub-
components that should be installed. The installation can be automated by push, Group Policy
object (GPO), logon script, or other automation tools that you might use in your enterprise.

You can find information about deploying Office Pro Plus, using the Microsoft System Center
Configuration Manager, at https.//aka.ms/ProPlusWithSCCM.
Activation

The final step in using the Office Pro Plus suite of products is activation, a process by which the
Office applications connect to Office 365 to ensure that the user is properly licensed in the ten-
ant to use the application.
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The good news is that activation is automatic. No additional action is required by the user to
activate their Office installation.

Activation does, however, require the computer to have Internet access to complete the
process.

After Office is installed on a user’s workstation, the system tries daily to reach the Microsoft
Office Licensing Service activation endpoint on the Internet. If it is unsuccessful, it retries daily
for up to 30 days before the applications enter reduced functionality mode.

In reduced functionality mode, the software remains installed on the workstation, but your
users can only view and print documents. Any features related to document editing or creation
of new documents remains disabled until the user either types a product key or successfully
authenticates with Office 365.

The reduced functionality mode displays a Product Deactivated dialog box, as shown in
Figure 2-41, if Office is unable to reach the licensing service after more than 30 days.
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Product Deactivated

Enter Key have a product ke)

signIn Add this computer to an active ac
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Figure 2-41 Product Deactivated dialog box

Synchronizing your users

The next step in your deployment of Office 365 is the synchronization of your users to Microsoft
Azure Active Directory.

Synchronization is performed using the Azure AD Connect tool, typically referred to as AAD
Connect. AAD Connect is a free download from Microsoft for Office 365 users and is based on
the Microsoft Identity Manager (MIM) product line.

The directory synchronization process, although simple in theory, can be involved when install-
ing and configuring the AAD Connect tool. In addition to the selection of objects and OUs, the
AAD Connect tool can also be configured to support additional features such as pass-through
authentication, group writeback, and password writeback.

You can find additional information about directory synchronization in Chapter 4, and an in-
depth look into the AAD Connect installation and all options in Chapter 5, “Installing Azure AD
Connect.”

When the synchronization engine has been installed, pay attention to the synchronization sta-
tistics for each of the run profile steps on the Operations tab of the AAD Connect tool, shown in
Figure 2-42.
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4 Synchronization Service Manager on COHOVINEYARD-DC |;‘i-
File Tools Actions Help
éﬁ Operations éﬂﬁ Connectors LL'.,. Metaverse Designer J\-li. Metaverse Search
Connector Operations
Name | Profile Name \ Status ] Start Time ] End Time ~
cohovineyard.cop Export success 7/6/2017 7:00:02 PM 7/6/2017 7-00:03 PM
cohovineyard onmicro... Export success 7/6/2017 6:59:40 PM 7/6/2017 7-00.02 PM
cohovineyard.onmicro... Full Synchronization success 7/6/2017 6:59:21 PM 7/6/2017 6:59:39 PM
cohovineyard.comp Full Synchronization success 7/6/2017 6:59:01 PM 7/6/2017 6:59:20 PM
cohovineyard onmicro... Full Import success 7/6/2017 6:56:12 PM 7/6/2017 6:59:.00 PM
cohovineyard comp Full Import success 7/6/2017 6:55:59 PM 7/6/2017 6:56:12 PM =
cohovineyard.comp Export success 7/6/2017 5:52.20 PM 7/6/2017 5:52:20 PM
cohovineyard onmicro... Export completed-export-er. 7/6/2017 5:52:01 PM 7/6/2017 5:52:20 PM
(@) cohovineyard.onmicro... Full Synchronization success 7/6/2017 5:51:40 PM 7/6/2017 5:52:00 PM
T cohovineyard.comp Full Synchronization success 7/6/2017 5:51:13 PM 7/6/2017 5:51:33 PM
> cohovineyard onmicro... Full Import success 7/6/2017 5:45:10 PM 7/6/2017 5:51:13 PM
Bo) cohovineyard comp Full Import success /6/2017 5:48:54 PM 7/6/2017 5:49:09 PM
- cohovineyard.onmicro... Full Impart stopped-serverdown 7/6/2017 5:02:54 PM 7/6/2017 5:03:04 PM
m cohovineyard onmicro... Full Import success 7/6/2017 4:05:05 PM 7/6/2017 4:0734 PM
= cohovineyard onmicro... Full Import success 7/6/2017 4:02:02 PM 7/6/2017 4:04:07 PM
N cohovineyard.onmicro... Delta Import success 7/6/2017 4:00:47 PM 7/6/2017 4:00:52 PM
cohovineyard.onmicro... Delta Import success 7/6/2017 3:57:24 PM 7/6/2017 3:57:30 PM
cohovineyard onmicro... Delta import success 7/6/2017 3:56:47 PM 7/6/2017 3:56:51 PM E!

Figure 2-42 The Operations view in AAD Connect

Although it is important to review all errors reported in the Status column, those operations for
the Azure connector, typically named tenant.onmicrosoft.com, should be reviewed carefully.

Any errors on the Azure connector indicate either bad or missing data in Office 365. In fact, if
the IDFix tool has been run and all issues resolved prior to installation of the AAD Connect tool,
the Azure connector should not show any errors related to data problems.

If errors do appear in the synchronization statistics view, the data provided there might not be
sufficient to diagnose the issue adequately. In those cases, it is recommended to review the
Application Event Log for more detail.

The following list, although not exhaustive of events the AAD Connect engine returned, primar-
ily because the tool is constantly evolving and maturing, represents the most common as well as
some of the most important events that you should review when present as well as included in
any event-log monitoring utilities.

Informational events

The following list of informational events, found in the Windows Server Application event log,
are the most common events found during normal processing of the synchronization process.
They can be monitored to provide reporting on the standard operation of the AAD Connect
engine, the directory synchronization process and password synchronization.

AAD Connect engine

These events are related to the AAD Connect engine, and provide detail about events related to
the operation of the Azure AD Sync service.


http://tenant.onmicrosoft.com

Synchronizing your users 79

904 - Scheduler-related informational events Many 904 informational events are related to
Scheduler starting, Scheduler settings changing, Purging AAD Connect Operations Run history,
Scheduler stopping, and so on.

2001 - AAD Connect Windows Service (Azure AD Sync) Started Successfully.
2002 — AAD Connect Windows Service (Azure AD Sync) Stopped Successfully.

Directory synchronization

These events describe operations that have occurred as part of the directory synchronization
process, including the start and stop of export or import cycles from Active Directory or Azure
Active Directory.

104 - Export Iteration # Has Completed.
105 — Import Iteration # Has Completed.

107 — Azure AD Has Redirected The Provisioning Endpoint Service Call To https.//provisioningapi
.microsoftonline.com/provisioningwebservice.svc To An Alternate Endpoint.

114 - Export Cycle Has Competed.

115 — Access To Azure Active Directory Has Been Denied  This event is flagged as informational
despite indicating that Azure Active Directory access has been blocked. This Informational event
is frequently found in conjunction with a 106 Error.

116 — Informational logging that returns directory synchronization settings related to export
threshold and machine name and so on.

117 — Import Prefetch Starting: Import Steps During Synchronization Cycle Will Read From Each
Connector As They Start.

Password synchronization

These events describe actions the engine takes as part of the password synchronization process
from on-premises Active Directory to Azure Active Directory. Each event provides detail about
the starting, stopping, and progress of the synchronization process as well as any error detail.

601 — Password Synchronization Manager Has Started  This event appears for every source the
Active Directory forest synchronized as a source for the Password Hash Synchronization feature.

605 — Password Synchronization Changes Have Failed For One Or More Users  This
Informational event refers to an error condition but is not classified as an error.

609 — Password Synchronization Manager Has Stopped.

CHAPTER 2
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611 — Password Synchronization Full Sync Has Started  This event appears upon completion
of the AAD Connect Installation Wizard, either during initial setup or when reconfiguring AAD
Connect, when the Password Hash Synchronization feature has been enabled.

This action pauses any other password synchronization until it has completed. Changes that
occur while it is running are queued and occur after this full sync has completed.

650 — A Batch Of Password Updates To Azure AD Has Started.

651 - A Batch Of Password Updates To Azure AD Has Completed Informational events 650
and 651 occur as part of the Full Password Sync process.

656 — A Password Change Request For One Or More Users Has Been Received From The Server
And Is Being Transmitted To Azure AD.
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657 — A Password Change Request For One Or More Users Was Successfully Transmitted To
Azure AD Informational events 656 and 657 can contain password change requests for up to
50 users per batch. If the number of password change requests from Active Directory exceeds
50 users, multiple 656 and 657 events are generated.

658 — Windows Credentials Sync Config details.
659 - Informational logging that returns the state of the IsPasswordChangeOnLogon feature.

6201 - Server Encryption Keys Have Been Successfully Created  This event is returned during
the installation of AAD Connect.

6943 - Password Sync Started For Management Agent (Connector), ConnectorName.

6945 — Informational logging that returns the Management Agent Run Profile settings details
about Connector Name, AD Forest partition, Service Account name, and Domain.

Warning events in directory synchronization

The following event IDs are the most common warning events related to the synchronization
of user, group, and contact objects from on-premises Active Directory and should be reviewed
when they appear in the Windows Application Event logs.

6012 — Full Import Failed No objects were returned from the operation.

6100 — Run Profile Step Completed With Errors  This event is logged as a warning; additional
information is returned, along with this warning, in the form of Error events.

6105 — The “Exported Changed Not Reimported” Error Was Returned During An Import Run
Profile Operation This error indicates that data sent to Azure was not returned during import;
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it's typically the result of other errors. This error should be skipped until all other export errors
have been resolved.

6110 — The Configuration Has Changed Since The Last Run Profile Of This Type (Import Or Sync),
However A Full Import Or Sync Was Not Performed  The sync engine will continue to report
this warning until a full import or sync resolves the issue.

6126 — Identical to Warning 6110.

6127 - Identical to Warning 6110.

Error events in directory synchronization

The following event IDs are the most common error events related to the synchronization of
user, group, and contact objects from on-premises Active Directory and should be reviewed
when they appear in the Windows Application Event logs. These events enable you to identify
failures in the synchronization process and remediate errors in a timely manner.

106 - Failed To Connect To Azure AD During Export Step.

109 - Failed To Connect To Azure AD During Import Step  Both error 106 and error 109 are con-
nectivity errors when communicating with Azure Active Directory, most commonly a credential
issue; however, it's possible that network communication or proxy issues are also the cause.

6801 — Error Occurred Communicating With Azure AD.

6803 — Generic The export step encountered one or more errors.
6941 - Export Encountered One Of The Following Errors:
DataValidationFailed

InvalidSoftMatch

AttributeValueMustBeUnique

The 6941 error is logged for each error that occurs during the run step. If many export errors are
visible in the AAD Connect Synchronization Manager console, there will be a large number of
associated error entries. When monitoring for export failures, it's best to use the 6803 error to
indicate a failure, because monitoring for 6941 returns a large number of results.

CHAPTER 2
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Configuring federation

Typically, federation refers to the authentication process between your on-premises Active
Directory and Azure Active Directory. The synchronization of user identities between your direc-
tory and Office 365 enables your users to authenticate with Office 365 and consume services;
however, it is necessary also to configure one or more types of federation to enable this authen-
tication process.

Chapter 3, “Federation Services and Authentication,” deals with the different federation options
and implementation of each. It is strongly recommended that you review each option and avail-
able features in detail before configuring federation with Office 365.
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Licensing your users

After a cloud user has been created, and you have started synchronizing identities to your
tenant, you must assign licenses to your users before they can begin to consume Office 365
services.

Licensing plans and subscriptions were explained in detail in Chapter 1; however, several
methods are available for licensing users in Office 365, and it is important to understand each
method so that you can choose the best option for you.

Currently, there are three primary methods for license assignment in Office 365.
e Group-based licensing
e Windows PowerShell licensing cmdlets included in the MSOnline PowerShell module

e Manual licensing through the Office 365 portal

Group-based licensing

One of the newest features available for licensing in Office 365 is group-based licensing, com-
monly referred to as GBL.

Group-based licensing requires either Azure Active Directory Premium or Azure Active
Directory Basic licenses, both paid features; however, it is one of the quickest, easiest, and most
effective ways to manage Azure Active Directory licenses. As the name implies, group-based
licensing uses Azure Active Directory groups for the assignment of licenses to users.
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INSIDE OUT

Azure group-based licensing

Azure Active Directory group-based licensing configuration can only be performed in the
new Azure Ibiza portal. Group licensing configurations cannot be created, managed, or
viewed in the standard Office 365 Admin portal.

Licenses are assigned to either security groups that are synchronized to Azure in the Azure AD
Connect tool or to cloud-only groups created directly in Azure. Both group types require an
Azure AD Basic license.

In the example in Figure 2-43, an on-premises security group and its membership has been syn-
chronized to Azure Active Directory and the Exchange Online Enterprise E3 and Office Pro Plus
licenses assigned (2 of 15 enabled services).

o Assign @l Remave

semERAL
" (i ] o Groups i pi
Licensad Users

Licensed Groups

+  Exchange and OPP Users Active 28

Figure 2-43 Group-based license assignment in Azure Ibiza portal

In addition, dynamic groups can be created in the Azure portal and configured to define mem-
bership based on synchronized attributes. The creation of Azure Active Directory Dynamic
groups, shown in Figure 2-44, requires an Azure Active Directory Premium license.

CHAPTER 2
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cohovineyard  Users and groups
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Figure 2-44 Creating a Dynamic group in the Azure Ibiza portal

After a dynamic group has been created in the Azure portal, the group can then be used for
automatic license assignment through group-based licensing, as shown in Figure 2-45.
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Azure Rights Management off | on
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Figure 2-45 Assigning a license to an Azure Dynamic group
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It is important to note the following details regarding Azure AD group-based licensing.

e All existing Azure license types are supported by Azure Active Directory group-based
licensing.

e Group membership updates made in on-premises groups synced to Azure Active Direc-
tory are effective within just a few minutes of a membership change.

® Users can be members of multiple groups; licenses across groups are combined.

e If no licenses are available in the tenant, group-based licensing cannot assign licenses to a
user, and no error will be returned.

CHAPTER 2

® Licenses assigned through a group cannot be manually removed by Windows PowerShell
or the portal.

e Users can have licenses assigned through multiple groups as well as by direct assignment
(Windows PowerShell and manual).

Windows PowerShell licensing

The second method available for licensing is through use of the provided licensing Windows
PowerShell cmdlets in the MSOnline PowerShell module.

The MSOnline PowerShell module includes several cmdlets you can use for user license assign-
ment in Azure Active Directory. You can use these cmdlets to assign SKUs to users as well as to
enable or disable specific plans under the SKU.

Assignment consists of three steps.

First, all users must have a Usage Location assigned to be licensed. The second step consists of
defining the list of sub-plans you wish to have disabled (not enabled), and the third step con-
sists of assigning the options directly to the user.

A user’s Usage Location is set automatically by the AAD Connect tool, provided that the msEx-
chUsagelocation value in on-premises Active Directory is populated with a valid two-digit ISO
country code. If the value is not set, the AAD Connect tool can be customized to synchronize
any other Active Directory attribute (such as CountryCode) as a Usage Location, provided it is a
valid two-digit ISO country code.

If the Usage Location is not set by AAD Connect, it can be set programmatically by using the
MSOnline PowerShell cmdlets as follows.

Set-MsolUser -UserPrincipalName <UserPrincipalName_value> -UsagelLocation <Country_Code>
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In the example shown in Figure 2-46, the user, Pilar Ackerman, is being set to a Usage Location
of US.

o Administrator: Windows PowerShell I;!i-

Set-MsolUser -UserPrincipalName pilarackerman@cohovineyard.us -UsagelLocation US =

Figure 2-46 Setting UsagelLocation through Windows PowerShell

The license options, or the list of disabled sub-plans, can be set as follows.

$Ticenseoptions = New-MsolLicenseOptions -AccountSkuId <SKU_Name> -DisabledPlans YAM-
MER_ENTERPRISE, RMS_S_ENTERPRISE
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In the example shown in Figure 2-47, the LicenseOptions variable is being created to generate a
set of disabled plans that includes Yammer and Exchange Rights Management. This variable will
be used in step 3 to assign the license to a user.

T} Administrator: Windows PowerShell [- ] E

Figure 2-47 Creating a LicenseOptions variable for use by the Licensing cmdlet

Finally, the LicenseOptions variable can be used with the following Set-MsolUserLicense cmdlet
to assign the license to the user.

Set-MsolUserLicense -UserPrincipalName <UserPrincipalName_Value> -AddLicenses
cohovineyard:ENTERPRISEPACK -LicenseOptions $1icenseoptions

In the example in Figure 2-48, the Set-MsolUserLicense cmdlet assigns the E3 SKU to a user by
using the LicenseOptions variable created previously.

e Administrator: Windows PowerShell l;li-

-us -AddLicenses cohovineyard:ENTERPRIS

-UserPrincipalName pilarackermal ohovineyar

Figure 2-48 Setting the user license with the Set-MsolUserLicense cmdlet
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INSIDE OUT

Set-MsolUserLicense

The Set-MsolUserLicense Windows PowerShell cmdlet has two modes, depending on
whether a user already has a license for the SKU being assigned.

If a user is not licensed for the SKU being assigned, the -AssignLicense switch should be
used; failure to use the switch returns an error.

If the user is already licensed for the SKU being assigned, the -AssignLicense switch should
not be used; use of the switch returns an error.

Manual license assignment

The final method available for license assignment is the use of the Office 365 portal to assign
user licenses manually.

Manual license assignment can be done on an individual user basis by selecting the user and
editing the assigned license or by selecting multiple users, as shown in Figure 2-49.

Dan Park

Sisplay neme A User namne Statu + Add to group
[+ Abercrombie, Kim KimAbercrombie@cohavineyard.us Unlicensed 18 Delete users
SO r h P
v Abolrous, Hazem HazemAbolrous@cohovineyard.us Unlicensed 7 Eiiicontact Moamtion
v Abrus, Luka LukaAbrus@cohovineyard us Unlicensed
& Edit domains
Abu-Dayah, Ahmad AhmadAbu-Daysh@cohovineyard.us Unlicensed
& Edit product licenses
Acevedo, Humberto HumbertoAcevedo@cohovineyard.us Unlicensed #
Achong, Gustavo GustavoAchong@cohovineyard.us Unlicensed
Ackerman, Pilar PilarAckerman@cohovineyard us Office 365Entt 2
Adalsteinsson, Gudmundur GudmundurAdalsteinsson@cohovineyard.us Unlicensed
Affrenti, Michael MichaelAffronti@cohovineyard.us Unlicensed
Agarwal, Manaj ManojAgarwal@cohovineyard.us Unlicensed
Ahs, David DavidAhs@cohovineyard us Unlicensed
>
v @ Meed help? (3 Feedback

Figure 2-49 Bulk user license assignment through the Office 365 portal

Although the ability to assign user licenses is available through the Office 365 portal for both
individual and bulk assignment, it does not typically scale well for large organizations with
many thousands of users or with licensing requirements that might create the need to assign
licenses in various combinations based on role, location, or department.
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For this reason, the manual assignment of licenses is used on an ad hoc basis and as a supple-
ment to one of the other options for license assignment.

Wrapping Up

Now that the major milestones involved in your Office 365 tenant setup have been discussed,
and the chapter has provided guidance on each of these steps, you move on to more advanced
topics such as federation, directory synchronization, Exchange hybrid setup, and the tasks
required to help you get the most from your Office 365 experience.
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In a typical Office 365 implementation, your users exist in Azure Active Directory (AAD) pri-
marily because of directory synchronization, discussed in detail in Chapter 4, "Directory
Synchronization Basics,” and Chapter 5, “Installing Azure AD Connect.” However, in addition to
the several identity types available, depending on how your users are created, several options
are also available for user sign-in and authentication.

Each of these options has a different set of requirements and affects the implementation of
directory synchronization as well as possibly driving other infrastructure requirements and even
Azure AD licensed features.

CHAPTER 3

This chapter discusses the different types of identities, along with the sign-in, authentication,
and connectivity options available to you and how they affect your users, your environment,
your implementation, and your ongoing Office 365 administration experience.

Understanding the different types of identities

“Identities” refers to security principals or users who can sign in to Office 365 and consume ser-
vices. Whether it's Exchange Online or Office Pro Plus, your users must be able to authenticate
with Azure AD before they can use the service, and that authentication process varies depend-
ing on the type of identity in use.

Synchronized identities

Synchronized users are exactly what that sounds like; they are users who have been synchro-
nized to your Office 365 portal from your on-premises Active Directory. Your directory synchro-
nization configuration dictates which users are synchronized to Azure AD, and although your
users now appear in the Office 365 portal, they are still mastered on-premises and managed
using the tools you are already accustomed to using.

Synchronized users are the most common user type in Office 365 and are the easiest to create
and maintain. Implementation of the AAD Connect tool automatically populates your Office
365 portal with synchronized users, essentially replicas of all your existing users, as shown in
Figure 3-1, and you can start using Office 365 almost immediately.

Ell
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> Office 365
Active

Directory

Figure 3-1 Synchronized identities

Several additional configuration options affect the user sign-in process and are discussed later
in this chapter; each carries with it a different set of requirements and additional tasks that must
be performed in both Azure AD and your on-premises environment.

Chapter 4 and Chapter 5 discuss synchronization of identities in detail; the following discusses
the next identity type.

Cloud identities

Cloud identities are user accounts that have been created manually in the Office 365 portal. In
fact, when you first set up your Office 365 subscription, the account you provided during setup
is configured as a cloud user.
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These accounts, like synchronized identities, can be used for sign-in to Office 365 and can use
Office 365 services just like a synchronized account.

Most often, cloud identities are created by an administrator directly in the portal by entering all
the necessary information, such as user principal name, display name, and email address (where
applicable) and assigning a password and one or more licenses to the account. When complete,
the user can start using Office 365.

To create a cloud identity, simply log on to the Office 365 Admin portal and select Add A User
from the Home page, as shown in Figure 3-2.

2 Users >

~+ Add a user

il Delete a user
¢ Edit a user

@y Reset a password

Figure 3-2 Selecting Add A User in the Office 365 Admin portal
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After you have selected Add A User, the New User dialog box appears, like the one shown in
Figure 3-3, where you can type the first name, last name, display name, and user name (also
known as the UserPrincipalName) for the cloud user account.

The Domain drop-down list displays all the valid domains in use in your Office 365 subscription.
If you've just created your subscription, it's likely that the only domain available in the drop-
down list is the tenant.onmicrosoft.com domain. After you've successfully registered additional
domains in your tenant, you can change this value for your cloud users.

In addition to the name information, you can also enter contact information; attributes such

as address, city, state, and zip code; and values such as job title and department, as shown in
Figure 3-3. Simply select the Contact Information drop-down list in the dialog box to add these
details.

ard.onmicrosaft.com

(ep]
o
[SN]
First name Last name =
o
Kim Akers <
I
Display name * O
Kim Akers
User name * Domain
kim.akers @| cohovineyard.onmicrosoft.co |~

Location

United States W

s~ Contact information

Figure 3-3 Manually creating a cloud identity

Finally, you can, during manual cloud identity creation, set a password, role, and one or more
product licenses.

If you choose not to set a password, an auto-generated password will be created and sent to the
email address set on your admin account.

It's important to note that the default role for all cloud identities is User. If this account is
meant only to use services in Office 365, you can leave the role selection as is. If, however, this
account is meant to administer Office 365, you must select the necessary role here. The differ-
ent role types and their levels of access were discussed in Chapter 1, “Office 365 Deployment
Milestones.”
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Finally, it is possible to create a cloud identity with no product licenses; however, you must select
Create User Without Product License before you can complete the user creation process.

Although it is possible to create cloud identities manually, it becomes rather cumbersome and
time-consuming to create more than a few. However, you can perform bulk creation of cloud
identities from the Office 365 Admin portal by using a comma-separated input, or CSV, file.

By using a CSV import file, you can quickly create cloud identities when directory synchroniza-
tion from on-premises is either not yet available or not applicable.

The CSV import file must contain specific header information before you can import it into the
portal. The CSV header information, and even a CSV with sample data, can be downloaded
from the portal with the Import Multiple Users Wizard by selecting Import Multiple Users from
the More drop-down list and then selecting either Download A CSV File With Headers Only or
Download A CSV File With Headers And Sample User Information, as shown in Figure 3-4.

T Learn more about importing multiple users C

v L Download a CSV file with headers only

m ~ " . .
o] L Download a CSV file with headers and sample user information
w

J

|

Figure 3-4 Downloading CSV header information or sample CSV file

Each of the fields provided in the CSV has a limit to the number of characters that can be popu-
lated, as shown in Table 3-1. Values marked with an asterisk (*) are mandatory values, and you
cannot leave them blank; all others are optional.

Table 3-1 Bulk user import character limits

Field Max Length
User Name* 79

First Name 64

Last Name 64

Display Name* 256

Job Title 64

Department 64
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Field Max Length
Office Number 128

Office Phone 64

Mobile Phone 64

Fax 64

Address 1023

City 128

State or Province 128

Zip or Postal Code 40

Country or Region 128

INSIDE OUT

User name

The user name, or UserPrincipalName value, has a limitation of 79 total characters, including

the @ symbol.

The alias (the left side of the user name before the @ symbol) cannot exceed 30 characters,
and the domain name (the user name after the @ symbol) cannot exceed 48 characters.

After you have populated the CSV input file, you can load it by clicking the Browse button,
as Figure 3-5 shows, and then click the Verify button to ensure that there are no formatting
errors, that all required fields are present, and that the User Name field is populated with a valid

domain in your tenant.

l Download a CSV file with headers only

L Download a CSV file with headers and sample user information

@ vYour file looks good. Click or tap Next.

Figure 3-5 Importing a CSV and verifying contents

If you don’t yet have domains registered in your tenant, you can use the @tenant.onmicrosoft
.com suffix for the user name, and the value can be changed later from the portal.

CHAPTER 3
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After you have selected your CSV input file, as shown in Figure 3-5, and the file has been con-
firmed as valid, clicking Next enables you to set the sign-in status for your imported users as
well as assign one or more product licenses, shown in Figure 3-6.

Just like manual creation of a single user, if you don’t wish to assign a license to the imported
users, you must select Create User Without Product License to proceed.

Sign-in status

@ Sign-in allowec
O Sign-in blocked

Product licenses Assign a product license Al

Lacation

| United States = |

Figure 3-6 Setting user options and licenses on bulk import

Clicking Next automatically creates the users. There is no Are You Sure prompt, so you want to
be sure that you've selected all the appropriate licenses and sign-in status options for your new
users before clicking Next.
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INSIDE OUT

Sign-in status

The sign-in status for users indicates whether the user can authenticate to Office 365 and
use the services.

For synchronized identities, the sign-in status is set to reflect the UserAccountControl status
in your on-premises Active Directory. When a user changes from enabled to disabled in on-
premises Active Directory, the sign-in status in Microsoft Azure is changed to match.

For cloud identities, the sign-in status must be set during user creation and changed manu-
ally thereafter through the Office 365 Admin portal or the Microsoft Online PowerShell
cmdlets.

It is possible to change the sign-in status manually for a synchronized identity from the
portal and override the account status synchronized from on-premises.
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When the cloud user bulk import completes, a message appears indicating the number of
objects that were created, and you can download a CSV that contains the list of users and their
automatically generated passwords, email the CSV to one or more administrators, or both.

The highlighted text block in Figure 3-7 is a warning that emailing the CSV with the bulk user
creation results sends the temporary passwords in plaintext. Care should be taken when using
Email The Results Files To These People.

View your results

Here are your results reports. You can either download and save them,
or email them to yourself and others.

@ 4 users created 4 Download

Email the results files to these people

Recipients *

dan.park@cohovineyard.onmicrosoft.com

CHAPTER 3

Figure 3-7 Successful bulk cloud user creation message

If you've created a combination of cloud users, possibly for administrator roles, and have also
synchronized identities from your on-premises directory, it's possible that your Office 365
Admin portal is now somewhat cluttered.

It is easy to identify cloud users versus synchronized users at a glance on the Active Users page
in the portal, as shown in Figure 3-8.

Cunningham, Canor ConorCunningham@cohovineyard.us Unlicensed Synced with

Cynthia Carey cynthia@cohovineyard onmicrosoft.com Unlicensed In cloud

Czernek, Pawel PawelCzernek@cohovineyard.us Unlicensed Synced with

Figure 3-8 Identifying cloud versus synced users in the Office 365 Admin Center
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Any user who was created manually in the portal, either singly or by bulk import, appears with a
Sync Type of In Cloud, whereas synchronized users appear as Synced With Active Directory.

You can create custom views to organize your users on the Active Users page.

From the Active Users page, shown in Figure 3-9, select the Views drop-down list and Add
Custom View, as shown.

+ Add a user

‘ More v | Views || All users & Search users O
All users

Licensed users

Display name./~

Cuip, sLutt Guest users Lvinieydiu.us
Sign-in allowed
Cunningham, Conor Sign-in blocked am@cohovineyard.us

) Unlicensed users .
Cynthia Carey neyard.onmicrosoft.com
Users with errors

Cloud Users

Czernek, Pawel lcohovineyard.us

Billing admins

Czupta, Wojciech Global admins @cohovineyard.us
Password admins
D'sa, Reuben cuiisaadiniig hovineyard.us

Dalia, Apurva hovineyard.us

Add custom view
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Daly, Jim @cohovineyard.us

Figure 3-9 Adding a custom view to the Users page in Office 365

When the Custom View dialog box appears, as shown in Figure 3-10, enter a unique name for
your view. This view will be accessible to all Office 365 administrators when using the View
drop-down list on the Active Users page.

Custom view

Choose the conditions for your custom view.

Name your view *

Cloud Users

Figure 3-10 Creating a custom view in the Office 365 portal

Any of the drop-down lists or text boxes can be used to select filter criteria by which to custom-
ize the User View. In addition, the bottom of the Custom View dialog box, shown in Figure 3-11,
provides additional check boxes that can also be used to filter the view.
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Other conditions
[J Synchronized users only
[] Users with errors
[ Unlicensed users

[] Unlicensed users with Exchange mailboxes or archives

Figure 3-11 Further customizing Custom View for users

INSIDE OUT

Filtering your view

The Custom View option in the Office 365 Admin Center gives you some flexibility in filter-
ing the views of your users; however, it's not possible to create a view of cloud-only users.
There is a filter option for synchronized users, but not the reverse.

CHAPTER 3

A list of cloud-only users can be retrieved by using the MSOnline PowerShell cmdlets, or
you can populate fields such as Job Title or Department with a value that you can use in the
Custom View filter.

The filters available for custom views enable you to filter synchronized users, but there is no
option to filter cloud users.

In most customer environments, where there are synchronized users, the cloud user accounts
represent either service or administrative accounts, and those account types can be easily
selected through pre-defined user views already present in the portal, as shown in Figure 3-12.
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—+ Add a user

| More W ‘ Views | All users &

Display name /\ Licensed users

Guest users
Abercrombie, Kim Sign-in allowed F@cohovineyard.us

Sign-in blocked

Abolrous, Hazem @cohovineyard.us

Unlicensed users

Abrus, Luka Users with errors

qvineyard.us

(1 Billing admins
Abu-Dayah, Ahmad Global admins lah@cohovineyard.us
Password admins r
Acevedo, Humberto Service admins éo@cohovineyard,us

User management admins
Add custom view

Achong, Gustavo ‘I@cohﬂvmeya!’d.us

Ackerman, Pilar PilarAckerman@cohovineyard.us

Figure 3-12 Predefined user views for admin roles

If, however, you have cloud user accounts that are not delegated any administrative access,
and cannot be identified by any other means through the portal, you can use the MSOnline
PowerShell cmdlets to filter these user accounts by using the LastDirSyncTime property that
is present on all objects in Azure AD. If an object has been synchronized from on-premises
through AAD Connect, the LastDirSyncTime property contains the date and time of that syn-
chronization, but for any cloud user objects, that value is null.
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Connecting to MSOnline PowerShell

To make a connection to MSOnline using Windows PowerShell, you must download and
install the Sign-In Assistant from http://aka.ms/0365-sia as well as the MSOnline PowerShell
Module from http://aka.ms/0365-psh.

After the module has been loaded, you use the Connect-MSOLService command and pro-
vide credentials for an admin account in the tenant.

Connecting to MSOnline PowerShell and running the Get-MsolUser command with the -All
switch and a filter of Where { $_.LastDirSyncTime -eq $null } provides a list of all cloud
user accounts, as shown in Figure 3-13.

The complete command would be Get-MsolUser -A11 | Where { $_.LastDirSyncTime
-eq $null}.
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Administrator: Windows PowerShell =S |

astDIrsyncrime -eq Snu

DisplayName isLicensed

False

Figure 3-13 Using MSOnline PowerShell to display cloud users

Guest identities

The final identity, although not related to the synchronization process, or created manually by
an administrator from the portal, is the guest account. Guest accounts are created automatically
in Azure AD as the result of an invitation process in SharePoint Online to share individual docu-
ments, folders, or OneDrive content or an entire Microsoft SharePoint team site.

When a document, folder, or site is shared in SharePoint Online, your users can invite external
identities, as shown in Figure 3-14.

i X
Share 'Winery Tour Schedule.docx’
Shared with Team Site Members, Team Site Visitors, Team Site Owners, and Company Administrator
Invite people donna.shaw@cohowinery.us * Can edit | v~

Get a link

Shared with donna.shaw@cohowinery.us is outside of your organization.

Require sign-in

Send an email invitation

Figure 3-14 Sharing a SharePoint Online document with an external user

CHAPTER 3
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When the recipient accepts the sharing invite creation and authenticates to Azure AD using
their email address, a guest account is automatically created in Azure AD and visible in the
Office 365 Admin Center. This guest account can be seen using the custom Guest Users view in
the Active Users page, as shown in Figure 3-15.

Office 365 Admin center

Home > Active users CohoVineyard

(o) t More w7 Viewp | Guest users = h users

fa donna.shaw@cohowinery.us donna.shaw@®cohowinery.us

Figure 3-15 Guest user accounts in the Office 365 Admin Center

When an external or guest account has been created through the sharing process, additional
sharing requests are not necessary when delegating additional permissions to the account.
Instead, the guest user account appears in the User list (SharePoint People Picker) when
prompting for adding members or sharing additional content.

Guest accounts are not typically licensed in your Office 365 environment and, as a result, these
accounts have limited access based on whether they were created through the sharing process
or were manually added to other content in your tenant.
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Guest accounts have the following capabilities.

e They can access the sites, folders, or documents to which they were granted access
through a sharing request in SharePoint Online.

e They can be added to team sites in SharePoint Online as members, enabling them to add,
update, and delete lists and documents.

e They can use Office Online to view documents to which they have access in SharePoint
Online.

Guest accounts can also be easily identified by using the MSOnline PowerShell cmdlets.

When a guest account is created in Azure AD, the email address that was used to send the
sharing request is converted to the UserPrincipalName of the account; however, some minor
changes are applied.

Because the UserPrincipalName can only contain one at sign (@) character, the at sign in the
email address of the external account is replaced with an underscore (), the address is followed
by #EXT#, and, finally, the @tenant.onmicrosoft.com suffix is appended to the end.
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The result is an easily recognizable UserPrincipalName for guest accounts, as shown in
Figure 3-16.

e Administrator: Windows PowerShell
PS C:\> get-msoluser -SearchString donna select UserPrincipainame, Displayna

UserPrincipalName DisplayName

ohowinery . us#E. cohovineyard.onmicrosoft.com donna.shaw_cohowinery.us

Figure 3-16 Guest user account UserPrincipalName value

Finally, there is one other distinguishing feature of a guest identity in Azure, compared to cloud
or synchronized accounts. Guest accounts, unlike the other two identity types, have a different
value for the UserType property.

When viewing a guest account by using the MSOnline PowerShell cmdlets, as shown in
Figure 3-17, notice that the UserType is Guest versus a cloud or synchronized account, which are
set with a UserType of Member.

on
o
L
[
o
<
I
O

(7} Administrator: Windows PowerShell I;Ii-

onna | select UserPrincipalname, UserType

us#EXT#@cohovineyard. onmicrosoft. com

Get-Msoluser -Searchstring dan.park | select UserPrincipalName, UserType

UserPrincipalnName

wvineyard.onmicrosoft.com

Figure 3-17 Guest user account UserType value

INSIDE OUT

Guest accounts
Whenever a guest account is created in Azure AD, the resulting UserPrincipalName is in the

format of <email_address>_domain#EXT#@tenant.onmicrosoft.com.

A sharing request for britta.simon@contoso.com would result in a guest account with a
UserPrincipalName of britta.simon_contoso.com#EXT#@youtenant.onmicrosoft.com.
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Now that you are familiar with the different types of identities used with Azure AD, it's impor-
tant to understand the different types of identity federation and user authentication available
for each of the identity types.

User authentication

After you have identities present in your tenant, whether they are synchronized or cloud users,
you must provide a mechanism for authentication for each.

In simplest terms, authentication can be done either by password or identity federation. Both
options offer several implementation methods, and the way you create your identities will have
an impact on what options are available.

Password

One of the simplest methods for authentication with Azure AD is the use of cloud passwords.
Essentially, each identity has a password set on the object itself in Azure AD, and that password
is used for authentication purposes when sign-in to Office 365 is processed.
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Office 365 and Azure Active Directory

Office 365 and Azure AD are often used interchangeably because Azure Active Directory is
the underlying directory when creating objects in Office 365.

It is important to note that passwords, federation, and authentication are all features of
Azure Active Directory; Office 365 is simply one of the many services that are built on Azure
Active Directory.

When signing in to Office 365, shown in Figure 3-18, you provide the UserPrincipalName
(UserName) for the identity along with the password stored in Azure AD for the identity.

] Office 365

Wark or school account

[ Keep me signed in

em -

Figure 3-18 The Office 365 logon page
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Passwords may be set in one of two ways.
® You or the user manually defines the password in the Office 365 portal.

e The password is synchronized from on-premises Active Directory through the Azure AD
Connect synchronization process. Chapter 5 discusses how to do this.

INSIDE OUT

Resetting passwords

Even though the Office 365 Admin Center enables you to change the password for a syn-
chronized user, this action will not actually work if the synchronized user account has been
synchronized with a password from on-premises Active Directory.

When you enable Password Hash Sync in Azure AD Connect, only passwords for cloud user
accounts can be changed using the Office 365 Admin Center.

Much like on-premises Active Directory, new user accounts are configured with a default pass-

word that must be changed on first logon, and like Active Directory, user passwords in Azure AD

have an expiration policy that forces regular password changes.

Remember that the password is automatically generated when the account is created and is
provided to the administrator who created the account. This is true whether the account was
created individually or in bulk.

If you assign a password manually at the time of account creation, instead of relying on a
randomly generated password, you have the option of forcing the user to change this pass-
word on first logon by using the Reset Password options in the New User dialog box, shown in
Figure 3-19.

Reset password

Password Auto-generated
d 7\
@ Auto-generate password

L O Let me create the password )

C 3
l Make this user change their password when they first sign in

Figure 3-19 Generating or supplying a password and forcing change on sign-in
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When logging on for the first time to a new cloud account, to an account whose password has
expired, or to an account whose administrator has reset the password, the user is prompted to
change the password, as shown in Figure 3-20.

Update your password

Update password and sign in

Figure 3-20 Password change required

Any passwords that administrators created or defined during the creation of a cloud user object
are subject to the same password complexity restrictions applied to users when they reset or
change their password.
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Office 365 cloud account passwords have the following requirements.

e 38 characters minimum

® 16 characters maximum

e Cannot contain spaces or Unicode characters

e Cannot contain a dot (.) immediately before the at sign (@)*

e Must contain a combination of three of the four following conditions*
= Uppercase characters
= Lowercase characters
= Numbers
= Symbols

The requirements marked with an asterisk (*) apply only to accounts when strong passwords are
enforced.

Password policy

The password policy options in the Office 365 portal allow you to set the defaults for password
expiration and complexity. These settings should be reviewed thoroughly and configured to
match your company policy and existing on-premises policies where applicable.
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Expiration

The Azure AD password policy that governs password expiration and notification can be con-
figured through the Office 365 Admin Center by selecting Settings > Security & Privacy on the
Home page, as shown in Figure 3-21.

Password policy [7 |

= Billing

Support
it Customer Lockbox ‘ 72 ‘

Set requirements for data access

Require approval for all data access requests

Security & privacy |

Figure 3-21 Setting Office 365 Password Policy

Selecting Edit enables you to change the password expiration interval as well as the notification
settings for cloud user accounts in Office 365.

INSIDE OUT

Password policy

It is always recommended to set the password policies for expiration and notification to
match your on-premises Active Directory policies. This way, even cloud identities have the
same requirements.

If you enable Password Hash Sync with Azure AD Connect, the Azure AD password policies
do not apply to synchronized identities.

Complexity

Unlike the settings for password expiration, strong password requirements are enabled on all
cloud accounts by default and cannot be changed in the admin center.

To change the strong password enforcement for a user, or for multiple users, the MSOnline
PowerShell cmdlet Set-MsolUser, with the -StrongPasswordEnabled switch must be used.

Set-MsolUser -UserPrincipalName sean.bentley@cohovineyard.onmicrosoft.com -StrongPass-
wordRequired $false

CHAPTER 3
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Changing the complexity requirements for a user does not force the user to make any change
to their existing password, nor is the user notified in any way that their password complexity
policy has changed. They are simply not required to use a complex password on their next pass-
word change.

INSIDE OUT

Complexity requirements

Changing the StrongPasswordRequired setting for a cloud user does not change the mini-
mum or maximum password length requirements. These remain at 8 and 16, respectively.

You can view the StrongPasswordRequired setting for a user by using the Get-MsolUser cmdlet,
as shown in Figure 3-22.

) Administrator: Windows PowerShell {;li-

1\> Get-Mso
ordrequired

m >
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Figure 3-22 Viewing the StrongPasswordRequired property for a cloud user

Setting password complexity through Windows PowerShell rather than in the admin center
means that it cannot be done automatically for new users without a custom process. This
behavior is by design.

On-premises Active Directory actively enforces password complexity requirements; the same
should be true for Azure Active Directory. Change password complexity requirements on a
cloud user only if absolutely necessary, and never do it for admin-level accounts because this
represents a security risk.

INSIDE OUT

Password for synced accounts

If you select Password Hash Sync during Azure AD Connect installation, you cannot set a
password on a synced account, only on cloud accounts.
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Identity federation

So far, you've examined authentication using passwords, and although this authentication
method is the simplest, it might not be acceptable due to company policy or other security
requirements within your organization. As a result, identity federation can be used to provide an
alternate option for user authentication to Office 365.

Identity federation, often referred to as Single Sign-On, is a process by which the user accoin
Azure AD use an on-premises or third-party identity provider to authenticate sign-in attempts,
as shown in Figure 3-23. This removes the requirement to maintain separate passwords in Office
365 and secures the authentication process by using the source directory for your users.

Office 365 redirects user login to AD FS

Office 365

b

User attempts login to Office 365 I

Figure 3-23 Identity federation using Microsoft Active Directory Federation Services (AD FS)

When users sign in to Office 365, they are directed back to on-premises infrastructure to verify
their account, and no password data for synchronized accounts is stored in Azure AD.

INSIDE OUT

Passwords and identity federation

Implementation of both identity federation and password hash sync is supported. It is a
simple matter of configuring identity federation for your domain names as well as selecting
the optional Password Hash Sync feature during the Azure AD Connect installation.

Although the use of identity federation over passwords is a more secure authentication process,
it also introduces more complexity into the sign-in process.

CHAPTER 3
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The Password Hash Sync feature is included in the Azure AD Connect tool, and you can easily
enable it through the installation wizard, existing on the same server, whereas identity federa-
tion requires additional servers and network changes before you can use it.

Identity federation using Active Directory Federation Services (AD FS) requires a minimum of
two additional servers in the environment; however, four or more are typically recommended to
allow for failover and high availability.

An AD FS implementation consists of two roles, the Web Application Proxy (WAP) server and
the AD FS federation server.

The WAP server is normally deployed in your perimeter network and exposed to the public
Internet on port 443. It receives authentication requests when a federated user attempts to sign
in to Office 365 and forwards those requests to the federation server for processing.

You deploy the federation server on your internal network, joined to your Active Directory
domain, and it receives the requests that are forwarded from the WAP server. Because the fed-

(@)
§ eration server is domain-joined, it can communicate directly with the Active Directory domain
3 controllers to authenticate users. See Figure 3-24.
m
)
w

_ Corporate Network ) Perimeter Network

b b Office 365

AD FS WAP

Figure 3-24 Typical AD FS infrastructure

In addition to one or more of each server type (for high availability), additional DNS, firewall,
and network configurations are required to implement identity federation.

These configurations could include, but are not limited to:
e A DNS entry in your public DNS that points to the WAP server(s).

e Firewall rules in your perimeter network that allow inbound communication to your WAP
servers on port 443 from the public Internet.

e A certificate for your WAP servers, provided by a trusted certificate authority.
e load-balancing configurations for your WAP servers in your network’s perimeter network.

e Firewall rules between your perimeter and internal networks, which allow inbound com-
munication between your WAP and federation servers on port 443.
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e lLoad-balancing configurations for your federation servers.
e Aninternal DNS entry for your federation server farm.

After you have installed and configured this infrastructure, you must then use the MSOnline
PowerShell cmdlets to federate each of the domains registered in your tenant with your federa-
tion endpoint (the DNS name of your WAP servers on the public Internet) so that Office 365 can
forward authentication requests to your on-premises infrastructure.

You can perform the installation and configuration of AD FS as part of the Azure AD Connect
installation wizard; however, Active Directory Federation Services provides additional features
that might not be achievable using cloud passwords.

® On-Premises Smart-Card or Multi-Factor Authentication If you have an existing
on-premises implementation of smart cards or other multifactor authentication (MFA)
providers, these are normally integrated with Active Directory or other on-premises infra-
structure. Azure AD cannot integrate directly with such providers.

Azure AD does support MFA directly. You might consider switching from on-premises
MFA to cloud-based MFA, which would enable the use of cloud passwords and Password
Hash Sync and possibly reduce on-premises infrastructure. MFA is discussed later in this
chapter. Cloud-based MFA requires an Azure AD Premium license.
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o Self Service Password Reset If you currently have a self-service password reset tool
that is integrated with your existing on-premises Active Directory, you can modify the
AD FS sign-in pages to use that service, whereas you cannot modify the forgotten-pass-
word link on the standard Office 365 sign-in page.

Azure AD does support self-service password reset; however, it requires an Azure AD Pre-
mium license for each user and additional configuration changes to the Azure AD Con-
nect installation to support password writeback.

e Sign-in Restrictions Client Access Policy is a feature of AD FS that enables you to
define rules that limit where users can authenticate from (such as from a VPN only, no
public access) and even specify hours during which users can authenticate and what pro-
tocols they're allowed to use (such as ActiveSync).

e Sign-in auditing Because the AD FS federation server is domain-joined and uses on-
premises domain controllers for authentication, the authentication request is logged in
the Windows event logs like any other authentication request when using identity federa-
tion with AD FS.

Azure AD provides advanced logging for things like sign-in attempts; however, this fea-
ture requires an Azure AD Premium license.
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Client access policy in depth

One of the most common deciding factors when considering the implementation of federated
identities is the availability of client access policies by using AD FS.

Client access policies in AD FS enable you to create custom claims rules for use with Office 365
(or other AD FS-integrated applications) that can be used to define policies that permit or deny
authentication based on client location, time of day, protocol, or other attributes.

Azure AD provides for a comparable feature called conditional access; however, conditional
access requires an Azure AD Premium license.

Federating your domain

When a domain is verified in your tenant, and you have synchronized one or more user
accounts with a UserPrincipalName suffix that matches that domain, assuming you have imple-
mented AD FS, you can convert the domain to federated.

INSIDE OUT

Federated or synchronized
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For an identity to be federated, it must first be a synchronized identity, which does not
have to be federated. Cloud identities cannot be federated unless they are converted to
synchronized.

After your AD FS or other federation service servers are in place, a relying-party trust must be
created between your AD FS infrastructure and Office 365, which you do by converting one or
more of your domains to federated.

To convert a domain suffix to federated is a simple process.
1. Log on to one of the ADFS federation servers.

2. Ifyou have not already installed the Microsoft Online Services Sign-In Assistant and Azure
Active Directory PowerShell module, complete these tasks:

m  Download and install the Microsoft Online Services Sign-In Assistant from
http.//aka.ms/0365-sia.

m  Download and install the Azure Active Directory PowerShell module from
http.//aka.ms/0365-psh.

3. Open an administrative Windows PowerShell command prompt window.


http://aka.ms/o365-sia
http://aka.ms/o365-psh
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4. Connect to Office 365 by typing the command Connect-MsolService, shown in
Figure 3-25.

ex Administrator: Windows PowerShell

Connect-MsolService

Figure 3-25 Connecting to MSOnline with Windows PowerShell

5. Provide credentials for a global administrator in your tenant, as shown in Figure 3-26.

Enter Credentials |7 X0

)
- — (o3
Ll
l—
Please enter credentials &
S
User name: |ﬁ dan.park@cohovineyard.c v|
Password: | sessssanes |
| K | | Cancel |

Figure 3-26 Providing credentials for authenticating to Office 365 as a global administrator

6. Enter the command (as shown in Figure 3-27):

Convert-MsolDomainToFederated -SupportMultipleDomain -DomainName yourdomain

o Administrator: Windows PowerShell |- ==

DomainToFe - pportMultipleDomain -DomainName cohovineyard.us
cohovineyar

Figure 3-27 Converting MsolDomain to federated

When the domain has been successfully converted, usually in just a few seconds, the command
returns a Success status.
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Your domain is now federated with Office 365, and any sign-in attempts from the portal auto-
matically redirect you to your AD FS endpoint when the Tab key is pressed during the entry of
the logon name, as shown in Figure 3-28.

] Office 365

Redirecting

We're taking you to your organization's sign-in page.
Cancel

[ Keep me signed in

Figure 3-28 Office 365 automatic redirection for federated domains

After the redirection has been successfully processed, your client sees the AD FS WAP server's
forms-based logon page, shown in Figure 3-29, and the user name you supplied in the portal
logon process is automatically populated in the user name field.

Coho Vineyard

Sign in with your organizational account
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pllarackerman@cohovineyard us

| Password

Figure 3-29 The AD FS sign-in page

Entry of the password, followed by clicking the Sign In button, automatically authenticates your
user against your internal domain, and you can see it in the Windows Security event log on the
domain controller.

The Event ID sample in Figure 3-30 from the Windows domain controller shows Audit Success
from the AD FS server for the federated user sign-in.
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. ords Usteand lime Source Event iU | 1ask Categor -~ | |pSecumy; -
e wm el ﬂan Success $/20/2017 2:34:24 AM Micrasoft Windows se.. 4634 Logeff e 0,‘,.{3,“‘1 Log.. |
lw 9, it Success $/28/2017 23424 AM Microsoft Windows se... 4634 Logeff O .
Seroy &, Audit Success 5/28/2017 234118 AM Microsoft Windows se... 4768 Kerberos Service Ticket .
& System @, Audt Success $/29/2017 23418 AM Mhcrosoft Windows se... 2624 Logon {nport Contum View
i Forwarded Events A, Audit Success 5/29/2017 23418 AM Microsoft Windows se... 4672 Special Logon Clesr Log...
2N it Success $/29/2017 2:34:18 AM Whcrosoft Windows se. [EIEETEITERE - (| ¥ Fiter Cument Log

| |7 Applications and Services Lo|

Event 4765, Microsoft Windows security auditing. x |[E] Properties
88 Find...

b Seve Al Events As...

General | Detaits |

[A Kerberos service ticket was requested. ~ Attacha Tosk To this Log
7 = View »
Account Name: PilarAckerman@COHOVINEVARD.CORP S R
Account Domain: CCOHOVINEYARD.CORP Sl
Logon GUID: (0253fB47-0fd0- ade-b699- 26bcdad6B0bc] H Hep »
Iservi i -
Senvice Name: COHO-ADFSS ¥ Eeent 4763, Misyosofy Windor 2. |
[5] Event Propenties
£09 Mk ey T Attach Task To This Event...
Source: Microsoft Windows security Logged S/20/2017 23418 AM oy ¥
Event ID: 4759 Operations
| Seve Selected Events..
Levet: Information Keywords:  Audit Success
User. A o Ghovin 8 Refresh
s oo .

Figure 3-30 Security event log success audit for AD FS sign-in

Configuring client access policies

When you have successfully implemented AD FS and federated one or more of your domains,
you can then use client access policies to apply additional rules to your configuration.

You can find the default rules that are applied to your AD FS configuration by launching

the AD FS Management console on one of your AD FS federation servers, selecting Trust
Relationships, selecting Claims Provider Trusts, right-clicking Active Directory, and then select-
ing Edit Claims Rules, as shown in Figure 3-31.
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ADFS Oaims Provider Trusts

b [ Senice Display Name
4

21 TrustRelaionships

_| Claims Provider Trusts Update from Federation Metadata...
1 Relying Party Trusts Edit Claim Rules...

" Attribute Stores
3 Disable
4 [ Authentication Policies )
| Per Relying Party Trust Properties
Help

Figure 3-31 Editing the claim rules for the Active Directory provider

Each of the default claims rules appears, as shown in Figure 3-32, and additional transform rules
can be applied to define the behavior of the AD FS instance. The default configuration enables
all Active Directory users to authenticate and consume Office 365 services.
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L% Edit Claim Rules for Active Directory ‘;Ii-

Acceptance Transform Rules I
The following acceptance transfarm rules specify the incoming claims that will be accepted
from the claims provider and the outgeing claims that will be sent to the relying party trust.
Order  Rule Name lzsued Claims
1 Pass through all Windows account name...  Windows account name
2 Pass through all Name claims Mame
3 Pass through all Primary SID claims Primary SID
4 Pass through all Group 51D claims Group SID
5 Pass through all Primary group SID claims ~ Primary group 51D
& Pass through all Deny only group SID cla...  Deny only group SID
7 Pass through all Deny only primary SID cl...  Deny only primary 51D
8 Pass through all Deny only primary group ... Deny only primary group ... ‘l/g‘
9] 9 Pass through all Enhanced Key Usage cl... Enhanced Key Usage
§ 10 Pass through all UPN claims PN 1
3 +
—
m
o)
w

Figure 3-32 Default Acceptance Transform Rules for the Active Directory provider

If you are using AD FS 2.0, you must create five new acceptance transform rules for the Active
Directory provider that will pass through the required request claim types before you can
update the Office 365 relying-party trusts. This is necessary to enable client access policy with
AD FS.

If you are using AD FS 2012 R2 or later, you can skip adding these five new client access policy
claim types and proceed directly to the creation of the claims rules for the Office 365 relying-
party trust.

To enable Client Access Policy claim types in AD FS 2.0, follow these steps.
1. Ensure that you have applied AD FS 2.0 Update Rollup2 from https.//aka.ms/adfs2-ru2.

2. Launch the AD FS Management Console and edit the existing claims rules for the Active
Directory Claims Provider Trust by selecting Edit Claims Rules.

3. Click Add Rule to start the Add Transform Claim Rule Wizard.

4. Select Pass Through Or Filter An Incoming Claim in the Claim Rule Template drop-down
list and click Next, as shown in Figure 3-33.


https://aka.ms/adfs2-ru2
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@ Bicel Trarssform Chaiim Rulle Wizard ES

Select Rule Template

Reps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template
@ Configure Claim Rule Claim rule template:

| Pass Through or Fitter an Incoming Claim v ‘

Figure 3-33 Selecting the Pass Through Or Filter An Incoming Claim template

Enter a display name for the claim rule, as shown in Figure 3-34, and then type
http.//schemas.microsoft.com/2012/01/requestcontext/claims/x-ms-forwarded-client-ip
in the Incoming Claim Type box and click Finish.

Configure Rule

Steps *You can configure this rule to pass through or fitter an incoming claim. You can also configure this rule to filter
@ Choose Rule Type claims that are generated by previous rules. Specify the claim type and whether only some claim values or al
< claim values should pass through.
@ Configure Claim Rule
Claim rule name:

Forwarded Client |P

CHAPTER 3

Rule template: Pass Through or Filter an Incoming Claim

Incoming claim type: hitp://schemas microsoft. com/2012/01/requestconte v

Unspecified

Figure 3-34 Creating an Active Directory provider claim rule

Repeat steps 3 through 5, using the display names and claim URLs shown in Table 3-2.

Table 3-2 Additional claims provider rules in AD FS 2.0

Display Name Claim URL

Client Application  http://schemas.microsoft.com/2012/01/requestcontext/claims/x-ms
-client-application

User Agent http.//schemas.microsoft.com/2012/01/requestcontext/claims/x-ms
-client-user-agent

Proxy http.//schemas.microsoft.com/2012/01/requestcontext/claims/x-ms
-proxy

Endpoint Path http.//schemas.microsoft.com/2012/01/requestcontext/claims/x-ms

-endpoint-absolute-path



http://schemas.microsoft.com/2012/01/requestcontext/claims/x-ms-client-application
http://schemas.microsoft.com/2012/01/requestcontext/claims/x-ms-client-application
http://schemas.microsoft.com/2012/01/requestcontext/claims/x-ms-client-user-agent
http://schemas.microsoft.com/2012/01/requestcontext/claims/x-ms-client-user-agent
http://schemas.microsoft.com/2012/01/requestcontext/claims/x-ms-proxy
http://schemas.microsoft.com/2012/01/requestcontext/claims/x-ms-proxy
http://schemas.microsoft.com/2012/01/requestcontext/claims/x-ms-endpoint-absolute-path
http://schemas.microsoft.com/2012/01/requestcontext/claims/x-ms-endpoint-absolute-path
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INSIDE OUT

Claims provider rules

AD FS 2.0 implementations require the addition of a rollup package and five claims provider
rules so that the Office 365 client access policies provided work properly.

If you are already running AD FS 2012 R2, no changes are required to the Active Directory
claims provider rules.

After you have enabled the five client access policy claims types in AD FS 2.0, or if AD FS 2012 R2
is deployed, you can then create client access policies to define logon behavior.

As an example of the power of the Federation Services claims transformations, you create two
rules in the following section. One rule limits access to internal users only, and the second limits
AD FS authentication to members of an Active Directory group.

Limiting access based on client IP address or department
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The Office 365 relying-party trust has a default Issuance Authorization rule, which allows access
to all users by default, as shown in Figure 3-35.

4 Edit Claim Rules for Microsoft Office 365 Identity P_Iatfo...bli-

[ Issuance Transform Rules | Issuance Authorization Rules \ Delegation Authorization Rules |

The following authorization rules specify the users that will be pemitted access to the relying
party. When the list does not contain a rule, all users will be denied access.

Order Rule Name lzsued Claims
1 Pemit Access to All Users Pemit

Figure 3-35 Default Issuance Authorization Rules for the Office 365 trust
To create a Claims rule that only allows access to internal IP addresses, perform the following
steps.

1. Click Add Rule to create a new issuance rule.

2. Select Send Claims Using A Custom Rule in the Claim Rule Template drop-down list and
click Next, shown in Figure 3-36.
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Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Corfigure Claim Rule Claim rule template-

‘ Send Claims Using a Custom Rule v

[laim e tamplat

r 1

Figure 3-36 Creating a custom claim rule

Type the name Permit Access To Internal Users Only in the Claim Rule Name box.

In the Custom Rule box, enter the following detail, which includes a regular expression
(RegEx) that defines the internal private IP address range that your users will use. There
is additional detail in the following section, titled “Claims rule language and regular
expressions,” about regular expressions and their usage.

exists([Type == "://schemas.microsoft.com/2012/01/requestcontext/ ™M
claims/x-ms-proxy"1) ﬁ

-
&& NOT exists([Type == "http://schemas.microsoft.com/2012/01/requestcontext/ %
claims/x-ms-forwarded-client-ip", Value =~ "\b(192)\.(168)\.(0)\.(25[0-5]|2[0-4] I
[0-91][01]17[0-91[0-91?7)\b"1) =
=> issue(Type = "http://schemas.microsoft.com/authorization/claims/deny", Value =
"true");

Ensure that the custom rule detail is entered correctly, as shown in Figure 3-37, and click
Finish.

Configure Rule

s You can configure a custom claim rule. such as a rule that requires muttiple incoming claims or that extracts
@ Choose Rule Type claims from a SQL attribute store. To configure a custom rule, type one or more optional condttions and an
issuance statement using the AD FS claim rule language.
@ Configure Claim Rule
Claim rule name:

|Ferrnn Access to Intemal Users Only

Rule template: Send Claims Using a Custom Rule
Custom rule:

exista([TIype == A
"http://achemas.microseft.com/2012/01/requestcontext/claims/x-ma-
proxy"])

&& NOT exists([Iyvpe ==
"http://schemas.microsoft.com/2012/01/requestcontext/claims/x-ms—
forwarded-client-ip", Value =~ "\b(192)\. (168)\. (0)\.(25[0-5]12([0-4][0
-9]1[01]2[0-9] [0-8]2)\b"])

=> issue (Type =
"http://schemas.microsoft.com/authorization/claims/deny”, Value =
"true");

Figure 3-37 Entering the custom claim rule name and language
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Claims rule language and regular expressions

The power behind this custom claim rule is the use of a RegEx to define the IP address range for
your internal network and then conditional claims rule logic to determine whether the client IP
address falls within that range.

The following section breaks down the claim rule language first and then discusses how the
RegEx is evaluated. Finally, it expands the expression to include additional IP address ranges.

The first line in the claims rule language is the start of an IF statement:

exists([Type == "http://schemas.microsoft.com/2012/01/requestcontext/
claims/x-ms-proxy"1)

This line checks for the existence of the x-ms-proxy HTTP header in the claim. The existence of
this header means that your claim was sent to the AD FS server by a proxy.

Note that the statement is an EXISTS, not an EQUALS. It is effectively checking to see whether
the claim came from a proxy server. In this case, the proxy server is the WAP server from the
AD FS tracing debug event log from the AD FS federation server, as shown in Figure 3-38.

Open Saved Log.
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4 [ Apglications and Services Lo| L) To make this Analytic, Debug or Classic event log easier to navigate and manipulate, first save it in .evtx format by using the "Save All Events As...”

4 F

Create Custom View..

LT ADF |
ADFS Tracing
5] Debug

b ] Device Registration Serv
(& Hardware Events
] internet Explorer
[ Key Management Service
b 1 Microsoft
b L Microsoft4£
b L Microsoft-IEDVTOOL
b L Microsoft-IEFRAME

5] Windows Azure
{¥] Windows PowerShell

Event 54, AD F5 Tracing

EventID  Task Category
54 Mone

34 Mone
54 None

General | Details

[Fellewing request conted headers present:

IX-MS-Client- Application: -
|X-MS-Client-User-Agent: -

quest-id: ded
-M5-Endpaint-Absolu

P!
De-MS-Prexy: eoho-wap

Log Name: AD F5 Tracing/Debug
Seurce: AD FS Tracing Logged
Event ID: 54

Levek: Information Keywords:
User COHOVINEYARD\ADFSAdm Computer
OpCode: Info

More Information:  Event Log Online Help

5/31/2017 5:3552 PM

Tosk Category: None

ADFSSTS
caho-adfs. cohovineyard.corp

Figure 3-38 Viewing a claim header using the AD FS Tracing debug log

Import Custom View...
ClesrLog..
¥ Filter Cument Log..
Properties
Disable Log
Find

TR

Save All Events As...
Attach a Task To this Log..
View

@ Refresh

B Hep

Event 54, AD FS Tracing
] Event Properties

kel Save Selected Events...

ke Copy

O Refresh

@ Hep

As the figure shows, the first portion of your claims rule IF statement has been satisfied; the
claim contains an X-MS-Proxy value.

The next part is the second IF statement, preceded by && to indicate an AND condition:

&& NOT exists([Type == "http://schemas.microsoft.com/2012/01/requestcontext/claims/x-
ms-forwarded-client-ip", Value =~ "\b(192)\.(168)\.(0)\.(25[0-5]|2[0-4][0-9]|[01]7[0-9]
[0-91?7)\b"1)
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This condition, unlike the first condition, is a NOT EXISTS statement; it evaluates the x-ms-for-
warded-client-ip HTTP header in the claim and then applies the RegEx statement.

The x-ms-forwarded-client-ip header value is important because it contains the IP address of
the Forwarded client or the client that initiated the connection with your proxy (WAP) server.

If you were to use the x-ms-client-ip header instead, you would be evaluating the IP address of
your WAP server, and it would be the same for every request, making it impossible to identify
whether the user was internal or external.

The second IF statement, unlike the first, includes the Value= condition; it evaluates the value
of the header, not just whether it is present, like the first condition. Inside the Value= portion of
your rule is where the regular expression lives.

The RegEx expression consists of the following:

\b(192)\. (168)\. (0O\. (25[0-5]|2[0-4]1 [0-9] | [01]1?[0-9]1[0-9]?)\b

This expression evaluates whether the IP address of the x-ms-forwarded-client-ip falls between
192.168.0.1 and 192.168.0.255.

CHAPTER 3

RegEx is a somewhat complex language; the following is a list that describes each portion of the
preceding expression.

e \b Thisis a boundary marker, it indicates the start and stop of an expression.

® (192) Parentheses indicate a grouping that should be a literal match. This is the first
octet of our internal IP address range (192.168.0.0/24).

e \. The backslash (\) is an escape character, used so that the period () is evaluated liter-
ally. Without the backslash, RegEx uses the period as a wildcard character, so it needs to
be preceded by a backslash because IP addresses contain a period.

® (168) Parentheses indicate a grouping that should be a literal match. This is the second
octet of our internal IP address range (192.168.0.0/24).

e \. Thisis a literal evaluation of the period (.), preceded by the backslash as an escape
character.

e (0) Parenthesesindicate a grouping that should be a literal match. This is the third octet
of our internal IP address range (192.168.0.0/24).

e (25[0-5]|2[0-4]1[0-9]|[01]?[0-9]1[0-9]?) This fourth grouping is the most complex. It
uses a combination of set matching and literal matching to evaluate the fourth octet.
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25[0-5] This can be any character from 250 to 255.

e | ThisisanOR.

2[0-4][0-9] This can be any character from 200 to 249.

e | Thisisanother OR.

[01]?[0-9]1[0-9]? Match between the question marks as many times as possible, match-
ing any value between 0 and 199.

The result of the fourth grouping is an expression that will match from 0 to 255, using the OR
condition (|) between each set.

TROUBLESHOOTING

Internal IP addresses

Keep in mind, when supplying internal IP address ranges for RegEx expressions, that you
should include both network and VPN connections if you want to allow users connected
through a VPN to access Office 365 services.
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The final portion of the claims rule, following the two IF statements, is the action portion.

=> issue(Type = "http://schemas.microsoft.com/authorization/claims/deny", Value =
"true");

This command, preceded by =>, means that what follows is what should be added to the claim.
The claim value “"deny” is set to a value of True, and the statement is closed with a semi-colon (;).

So, if you convert the claims rule, including the RegEx, to shorthand, and treat it like you would
an IF statement in programming terms, you get the following.

If the claim header has an entry for the x-ms-proxy value AND the ms-forwarded-client-ip
address does not fall between 192.168.0.1 and 192.168.0.255 (remember the statement starts
with NOT Exists), then set the value of http.//schemas.microsoft.com/authorization/claims/deny
to True.

If the value of http://schemas.microsoft.com/authorization/claims/deny is True, then the claim is
denied, and authorization fails for the user.

Using this new rule, if you test a logon attempt from a machine not on the internal 192.168.0.1-
255 network, an Event ID 54 appears in the AD FS tracing log with the claim header information
that will be evaluated.


http://schemas.microsoft.com/authorization/claims/deny
http://schemas.microsoft.com/authorization/claims/deny
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As shown in Figure 3-39, the x-ms-proxy value is populated with the WAP server name, and the
ms-forwarded-client-ip address is populated with the public IP address of the browser attempt-
ing logon to Office 365.

4 [ AD F§ Tracing Tevel Dafe and Time Source Fvent D Task Category =
5 Debug (@ information 5/31/2017 :46:43 PM AD F§ Tracing 54 None Import Custom View...
b [ Device Registration Senvid | L 5 6:43 PM AD FS Tracing 54 None Clear Log.
+ 7] Device Registration Senvi | (D Information $/31/2017 7:46:43 PM ADF5 Tracing 155 None || Fiter Cument Log..
Event 54, AD FS Tracing x |[D Properties
[&] Key Management Service wﬁ’ ‘ Disable Log
» [ Microsott 8 Find..
W MamorE: Following 1equest conted headers present bl Seve aliEvents as..
b [ Microsoft-EDVTOOL
1 [ Microsoft-IEFRAME -MS- Client- Application: - Attach a Task To this Log...
(2] Windows Azure K-MS-Client-User-Agent: - P =
[l Windows PowesShell fienk scquest 1ok Sallebif "‘""_f ‘_ S
il Subsalpdoas -MS-Forwarded- Cient-1P; S777.14377 =
X-MS-Prowy: coho-wap ] B Hep »

] Event Properties

Log Name: AD FS Tracing/Debug
Source: AD S Tracing Logged: S/31/2017 :46:43 PM fed Seve Selected Events...

Event I0: 4 Task Category: None & Copy »
Level: Information Keywords:  ADFSSTS @ Retren

User: COHOVINEYARDVADFSAdm Computer.  coho-adfs.cohovineyard.comp et o
OpCode: Info

More Information: Event Log Online Help

Figure 3-39 AD FS tracing debug log showing a logon attempt from an external client IP

The logon attempt is denied, and the user receives an error page from the WAP server, as shown
in Figure 3-40.

Coho Vineyard

An errar occurred

You are not authorized to access this site. Click here to
sign out and sign in again or contact your
administrator for permissians.

Error details

Figure 3-40 AD FS WAP sign-in page showing access blocked by a claims rule

Although this rule might help for smaller organizations, where a single IP range is used for inter-
nal clients, customer IP ranges are typically much larger and include multiple subnets.

Using the preceding claims rule logic, you can update the RegEx to support the addition of a
10.0.1.1-to-255 range that could reflect a VPN, wireless, or other subnet that would be consid-
ered internal and therefore allow clients to access Office 365.

The following example reflects the change in the rule to include the 10.0.1.0/24 subnet.

exists([Type == "http://schemas.microsoft.com/2012/01/requestcontext/
claims/x-ms-proxy"])

CHAPTER 3
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&& NOT exists([Type == "http://schemas.microsoft.com/2012/01/requestcontext/claims/x-
ms-forwarded-client-ip", Value =~ "\b(192)\.(168)\.(0)\.(25[0-5]|2[0-4]1[0-9]|[01]7[0-9]
[0-91?2)\b| (10)\. (OO\. (D\. (25[0-5]|2[0-4]1[0-9] | [01]7[0-9][0-91?)\b"1)

=> issue(Type = "http://schemas.microsoft.com/authorization/claims/deny", Value =
"true");

The first IF statement and the THEN statement at the end remain the same. All that changes is
the RegEx expression that evaluates the x-ms-forwarded-client-ip value to determine whether
the new IP range is included.

The new RegEx contains the original expression:

\b(192)\. (168)\.(0)\.(25[0-5]|2[0-4]1[0-9]|[01]1?7[0-9]1[0-91?)\b
but includes a second RegEx:

[ (ZO\. (O\. (D\. (25[0-5]|2[0-41[0-91| [01]7[0-9]1[0-9]1?)\b

This second expression, preceded by a |, represents an OR, followed by the same logic used to
specify 10.0.1.1 to 255 that was used for the 192.168.0.1-to-255 range.

The result is an updated claims rule, as viewed in the claims rule editor like the one shown in
Figure 3-41.
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Edit Rule - Permit Access to Internal Users Only -

You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SAL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS claim rule language.

Claim rule name:

Pemit Access to Intemal Users Only

Rule template: Send Claims Using a Custom Rule
Custom rule:

exists([Type == ~
"http://3achemas.microscft.com/2012/01/requestcontext/claims/x-ms-
proxy”])

&& NOT exista([Type ==
"http://3schemas.microscft.com/2012/01/requestcontext/claims/x-ms-
forwarded-client-ip™, Value =~ "\b{192)\. {168)\. (0)\.(25[0-5]12[0-4][0
-9]11[01]2[0-9] [0-9]2)\b| (10)\. (O)N. (1)N\. (25([0-5]12[0-4] [0-9] | [01]2([0-
91 [0-9]12)\Db"])

=>» issue (Iype =
"http://schemas.microsoft.com/authorization/claims/deny”™, Value =
"true”);

Figure 3-41 Claims rule configured for two IP address subnets in the RegEx
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As you can see, the use of regular expressions in AD FS claims rules provides a method for not
only filtering IP address ranges but also evaluating other user attribute values.

In the following example, you add a custom claim type for department, so that you can create a
rule that prevents users in a specific department from using Office 365. You can use other attri-
butes, but this process gives you an understanding of the methodology required.

1. Open the AD FS Management console and navigate to AD FS Service Claim Descriptions,
as shown in Figure 3-42.

R
4 [ service Mame Shatt Name Clam Type Pubiched | Puble ~ | | Claim Deseriptions -
ki E-Mai Address s bitp //schemas xilsosp org/ws/2005/05/dernn... Yes Yes ‘Add Clalen Descr
dl Certihicates Given Name gven_name Fitp//schemas siisozp org/we/2005/05dsrtn. . Yes Yes iedafotin th asa
Claim Descriptions Hame. urique_name bitp://schemas xmisoap org/we/2005/ 05 dertit... Yez Yer View r
-Trust Relatinnchips UPN wn hitp //schemas xmisoap org/ws/2005/05/dertt... Yes Yes New Window from Here
Authentication Policies Camman Name hitp ong/claime T M Yes Yes
ADFS 1x EMal Addvess  adfslemal Fiip//schemas xmisoap org/claims/Emaifddress  Yes. Yes |G Refresh
Group gow Hitp //schemas xilsoap org/claims Group Yes Yes B Help
AD FS 1x UPN adfsTupn tip //achemas xmisoap org/claims/UPN Yes Yes
Fole role itp //achemas microsoft com/ws/2008/06/\den._  Yes Yes £-Mail Address -
Sumame family_name Hitp //achemas xivlsoap org/wa/ 2005/ 05 derit_. Yes Yea Propetties
FPID poid Hip /fechemes xisosp ong/we/2005/15/derti..  Yes Yes
Name ID [y itp //schemas xmisoap org/we/2005/05Adertt..  Yes Yes K Delete
Adhertication tine stamp  uth_time itp//schemas microsctt comws/2008/06iden... Yes Yeu Help
Authentication method auttmethod Hip //schemas microsoft com s 2008/ 06/iden.. Yes Yes

Figure 3-42 AD FS Service Management Claim Descriptions

CHAPTER 3

2. Inthe Actions pane, click Add Claim Description and type Department for Claim Name
and a custom claim URL (such as http.//my-claim/department) and select both check
boxes for Accepted and Offered, as shown in Figure 3-43. Click OK.
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You can add a claim description to identify and describe this claim for later use
Display name:

| Department

Claim identifier:

| ttp://my-claims/depatment

Example: hitp://schemas xmlsoap ora/ws,/2005/05/identity/claims/emailaddress
Description:

i Publish this claim description in federation metadata as a claim type that this Federation
Service can accept

“ Publish this claim description in federation metadata as a claim type that this Federation
Service can send
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Figure 3-43 Creating a custom claim description

3. Navigate to Trust Relationships | Claims Provider Trusts. Right-click Active Directory and
select Edit Claim Rules, as shown in Figure 3-44.

T ADFS
b Senvics

Claims Provider Trusts

4 ] Trust Relationships
[ Claims Provider Trusts

]_

ety Party Trust
[ Atribute Stores

4 ] Authentication Policies
(5] Per Relying Party Trust

Properties

Help

Actions.

Add Claims Provider Trust...

View

New Window from Here
@ Refresh

Help

Update from Federation Metada...
Edit Claim Rules...

Disable

Properties

H Hep

Figure 3-44 Editing the claims rules for Active Directory Claims Provider Trusts

F—
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4. Select Add Rule and choose Send LDAP Attributes As Claims, as shown in Figure 3-45.
Click Next.
(%] Add Transform Claim Rule Wizard =

Select Rule Template

Reps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

[ Send LDAP Attributes as Claims v

Figure 3-45 Adding a claim rule to Send LDAP attributes

5. Type Pass Thru Department as the Claims Rule Name. Select Active Directory in the
Attribute Store drop-down list. Select Department in the LDAP Attribute drop-down list
and choose Department in the Outgoing Claim Type drop-down list.

The new claim sends the Active Directory value for Department as the claim called
Department that you configured in step 2.

6. When the dialog box matches Figure 3-46, click Finish.

Configure Rule

i You can corfigure this rule to send the values of LDAP attibutes as claims. Select an attribute store from
@ Choose Rule Type which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be
issued from the rule.
@ Configure Claim Rule
Claim rule name:

Pass Thru Department

Rule template: Send LDAP Attributes as Claims

Attribute: store:
‘MIVB Directory v}

Mapping of LDAP attributes to outgoing claim types:

| LDAP Attribute (Select or type to
add more)

Department v [ Department

Outgoing Claim Type (Select or type to add more)

Figure 3-46 Claim rule to pass through Department

After you've added the value for department to the incoming claims, if you review the logon
process for a user through the AD FS server, the AD FS debug tracing log, in the Event ID 1000
detail view, as shown in Figure 3-47, displays your new Department claim http://my-claims
/department with the value of the Department attribute.

CHAPTER 3
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4 [ Applications and Services Lo| |4) To make this Analytic, Debug or Classic event log easier to navigate and manipulate, first save it in .evtx format by using the "Save Al Events As...” Open Saved Log...
v [£] ADFs ¥ Creste Custom View.
2T ADFS Tracing Level Date and Time Source EventID Task Categary :
& Debug () information /3172017 8:11:52 PM ADFS Tracing 1000 Mone kot Cumeom Vi
&[] Device Registration Servi formation S/31/2017 9:11:52 PM ADFS Tracing 1000 Hone Clear Log...
b [ Device Registration Servis | (D) information 5/31/20179:11:52 PM ADFS Tracing 54 None ¥ Fites Cunent Log.
6] Hardware Events
5] Intemet Explorer Event 1000, AD FS Tracing gl Properties
(5] Key Management Senvice | re T opgile Disablelog
1 Microsoft 8 Find..
1 Microsoft-I ® Friendly View O XML View
R IRl EDVEDDL value nestcSAMLZ UiacclassesVasswordHrotected | ransport =t i
» [ Microsoft-[EFRAME e Attach a Task To this Log.
] Windows Azure ValueType http://www.w3.0rg/2001/XMLSchema#string Issuer LOCAL A i 1
5] Windows Powershel AUTHORITY Originallssuer LOCAL AUTHORITY ClaimType
% Subscriptions http://schemas.microsoft.com/ws/2008/06/identity/claims/authenticationinstant K Feheh
Value 2017-05-31T21:11:52.664Z ValueType H Hep d
hitp://www.w3,0rg/2001/XMLSchy et AB-AUTHORIY Event1000,ADFs Tracing =
[—Qﬁgmu uer AD AUTHORITY C!aimTy;g:'up:/,‘my—dawms/:iepartment Value Event Progesties =
Finance VialueType httpy//www.w3.0rg/200 /XML SChemawstring Issuer 1o =
—auT Originalissuer LOCAL AUTHORITY ClaimType B et By
http://schemasxmisoap.org/ws/2005/05/identity/claims/upn Value {1 Copy 4

Figure 3-47 Viewing the detailed claim data in the AD FS Tracing event log

Now it's a simple matter of adding a claims rule to the Office 365 relying-party trust to deny
access based on the value of the http://my-claims/department value.

1. Right-click the Microsoft Office 365 identity platform in the AD FS management tool,
select Edit Claim Rules, and select the Issuance Authorization Rules tab.

2. Click Add Rule.
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3. Select Send Claims Using A Custom Rule and click Next.

4. Type Block Access For Finance Users in the Claim Rule Name box.

5. Type the following content in the Custom Rule box.
exists([Type == “http://my-claims/department”, Value =~ “Finance”])

=> issue(Type = “http://schemas.microsoft.com/authorization/claims/deny”, Value =
“true”);

When the new claim rule matches Figure 3-48, click Finish.

il Add Issuance Authorization Claim Rule Wizard [x]
Configure Rule

Steps You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts

@ Choose Rule Type claims from a SQL attribute store. To configure a custom rule, type one or more optional condtions and an
issuance statement using the AD FS claim rule language.
@ Configure Claim Rule

Claim rule name:

Block Access for Finance Users

Rule template: Send Claims Using a Custom Rule
Custom rnule:

exists([Type == "http://my-claims/department™, Value =~ "Finance"]) A
=> issue (Iype =
"http://schemas.microscft.com/authorization/claims/deny”™, Value =
"true”):

Figure 3-48 Claim rule to block access to finance department users
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When the user, as a member of the Finance department, attempts to sign in, using AD FS, to
Office 365, their access will be blocked.

Limiting access based on group membership

The claims rule language in AD FS is an extremely powerful tool that you can use to create
very specific requirements around logon location as well as user account attributes such as
department.

There are additional header values that you can use to help block access based on client type
and protocol, including any LDAP attribute that exists in Active Directory—even custom schema
extensions.

The final example is a bit simpler and might be more applicable, based on your business
requirements.

Using group membership to permit or deny access to Office 365

So far, you have used the claims rule process to send claims to set the Authorization/Deny value
to True; however, the claims rule editor also allows for a simpler, wizard-driven approach that
works better for things like group membership evaluation.

In the following example, you create a rule that permits access to Office 365 through AD FS only
when the user is a member of the AD FS Allowed Users security group in Active Directory.

1. Open the AD FS Management tool, right-click the Microsoft Office 365 Identity Platform
relying-party trust, and select Edit Claims Rules, as shown in Figure 3-49.

S ADFS
b O Service

Trust Rel Display Name Enabled Type Identfier
4 rust Relationships Device Registration Service Yes WS-T... umms-drs:adfs.cohovineyard us
——-Glaimsfrovider Frusts, Mcrosaft Office 365 identty c P Rp—

1 RelyingParty Trusts. e || - | /~Update from Federation Metadata...
Attribute Stores ) Edit Claim Rules...
4 7 Authentication Policies |
| Per Relying Party Trust e

Properties

Figure 3-49 Editing the Microsoft Office 365 relying-party trust claim rules

2. Select the Issuance Authorization Rules tab and click Add Rule.

3. Select Permit Or Deny Users Based On An Incoming Claim in the Claim Rule Template
drop-down list, as shown in Figure 3-50, and click Next.
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Select Rule Template

St Select the template for the claim nde that you wart to create from the following ist. The descrption provid
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

lF‘srmtorDenyUsersBasedonanlncmingUain v‘

Claim rule template description:

Figure 3-50 Selecting a claim rule template to permit or deny users based on incoming claims

4. Type a name for the claim rule, such as Only Permit AD FS Group Members.
5. Inthe Incoming Claim Type drop-down list, select Group SID.

6. Click Browse and use the Select User, Computer, Or Group dialog box, as shown in
Figure 3-51, to choose the Active Directory group you want to use for this claim.
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Select this object type:

IUser. Computer, or Group I | Object Types... l
From this location:

IEnt'm Directory

Enter the object name to select (examples):
I

Figure 3-51 The Select User, Computer, Or Group dialog box

7. Select Permit Access To Users With This Incoming Claim.

8. When the claim rule wizard is configured, as shown in the example in Figure 3-52, click
Finish to create the rule.
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Configure Rule

Stegss You can corfigure this rule to pemmit or deny users based on an incoming claim. Specify the incoming claim
@ Choose Rule Type type. claim value, and whether the users should be permitted or denied access to the relying party.

@ Conrfigure Claim Rule im rule name:
Only Allow Access to ADFS Group Members

Rule template: Authorize Users Based on an Incoming Claim
Incoming claim type:

|Group SID v

Incoming claim value:

‘COHOV!NEYARD\ADFS_NInwed_Um ‘ Browse...

Select one of the following options to indicate whether users with this claim will be pemmitted or denied access
to the relying party.

(® Permit access to users with this incoming claim

(O Deny access to users with this incoming claim

Figure 3-52 Creating a claim rule to filter based on group membership

After you add this new group-based permit rule, you must remove the default Permit Access To
All Users rule; otherwise, this rule will apply to everyone, regardless of group membership, and
the group-based rule will not work as intended.
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Directory synchronization basics

N
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As a new Office 365 administrator, one of the first things you need to understand and imple-
ment is directory synchronization. In fact, unless you plan to have only 10 to 20 users in your
tenant, directory synchronization, and an understanding of its impact on the entire Azure Active
Directory (Azure AD) experience, will be critical to a successful implementation and a continued
positive Office 365 experience.

In simplest terms, directory synchronization is the process of duplicating your on-premises
Active Directory objects (such as users, groups, and contacts) in Azure AD. It is, however, a bit
more complex than that. There are several common misconceptions about Azure AD, and
mistakes that occur during synchronization, that can make the process both cumbersome and
confusing.

Directory structure

A typical on-premises Active Directory implementation is all about organization and structure.
Your on-premises identity infrastructure, at a minimum, consists of one directory, and your
objects are organized, typically by type or function, into containers to help ease administration.

In Active Directory, for instance, you can have one or more forests, and within each forest you
have at least one additional container, the domain. Within each domain, your hierarchy consists
of organizational units (OUs), enabling you to group objects, and you can nest OUs to catego-
rize or subdivide your objects further.

Azure Active Directory, however, is flat. There is no discernable directory structure, nor can you
dictate one. When synchronizing your objects to Microsoft Azure, all your users, groups, and
contacts exist in a single container, with no organizational boundaries.

Although this configuration might seem confusing for anyone used to performing Active
Directory administration, the Azure AD portal does a good job of separating object types for
administrative purposes. It is true that large numbers of any particular object type might make
browsing the Office 365 Admin Center portal difficult; however, the interface is designed to
enable you to filter objects to help refine your search.
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In Figure 4-1, note that users (active, disabled, guest), groups, contacts, and shared mailboxes
are organized easily in the navigation pane. This organizational layout, coupled with the ability
to search each object type, makes administration simpler despite the flat directory structure in

Azure AD.

ome > Active users

CohoVineyard

+ Addauser | [ More v | Views | Allusers |

isplay name. A ar name

Abercrombie, Kim KimAbercrombie@cohovineyard us Unlicensed

Abolrous, Hazem HazemAbolrous@cohovineyard.us Unlicensed

Abrus, Luka LukaAbrus@cohovineyard.us Unlicensed

Abu-Dayah, Ahmad AhmadAbu-Dayah@cohovineyard.us Unlicensed

Acevedo, Humberto HumbertoAcevedo@cohovineyard.us Unlicensed
Data migration Achong, Gustavo GustavoAchong@cohovineyard.us Unlicensed

A roups

Ackerman, Pilar
Adalsteinsson, Gudmundur
Affronti, Michael

Agarwal, Manoj

PilarAckerman@cohovineyard.us

GudmundurAdalsteinsson@cohovineyard.us
MichaelAffronti@cohovineyard.us

ManajAgarwal@cohovineyard.us

Office 365 Enterprise
Unlicensed
Unlicensed

Unlicensed

Figure 4-1 Organization of object types in the Office 365 Admin Center portal

Data uniqueness

Unlike on-premises Active Directory, where it's possible (but not recommended) to have objects
with the same value populated for attributes that should be unique across your directory, Azure
does not allow this. In fact, this is the most common type of error encountered when syncing
objects to Azure and can be the most challenging to resolve.
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The two most common types of attribute value conflict are UserPrincipalName and
ProxyAddresses.

U